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Onpepenenns

B Hactosiiem noKyMeHTe MCHNONB3YIOTCSH CHCYIOIHEe TEePMHHBI M MX
onpeaesieHns.

ABTOMATH3HPOBAHHAS CHCTEMA — CHCTEMa, COCTOAIIAS M3 nepcoHana M
KOMITIEKCA CPe/ICTB aBTOMATH3ALMH ero JAesTeNbHOCTH, peausyiomas HHdopMa-
IHOHHYIO TEXHOJIOTHIO BBINOIHEHHS YCTAHOBICHHBIX (DY HKIIHIL.

AyTenTHPHKAUNS OTIIPABHTEIN TAHHBIX — NOATBEPXKIAEHHE TOro, 4TO OT-
PaBHTEIIb MOMYYEHHBIX JAHHBIX COOTBETCTBYET 3asBIEHHOMY.

Be3onacHocTs MepCOHANBHBIX AAMHBIX — COCTOSHHE 3ANIMIIEHHOCTH
NEPCOHAIBHBIX  JIAHHBIX,  XapaKTepH3yeMoe CMOCOGHOCTHIO  Mojb30BaTesiei,
TEXHHYECKHX  CPeACTB W HMHPOPMALMOHHBIX  TEXHOJNOIMII  ObecnequTs
KOH(HICHIMANBHOCTD, LEIOCTHOCTL M JIOCTYITHOCTh NEPCOHANBHBIX JIAHHBIX ITPH
HX 06paboTke B HHPOPMALMOHHBIX CHCTEMAX HNEPCOHAILHBIX JIAHHBIX.

Buomerpnueckne mnepconanbubie  JaHHbIE — CBE/ICHHA, KOTOpbIE
XapakTepH3yloT (DHIHOIOrHYECKHEe OCOOEHHOCTH YeNOBEKa M HA OCHOBE KOTOPBIX
MO HO YCTAHOBHTDL €r0 JIHYHOCTb, BKOYas (oTorpaduu, oTHEYaTKH Naiblues,
obpa3 ceryaTku riasa, OcoGeHHOCTH CTPOCHHA TeJlla H JAPYrylo MnoaobHyio

HHpOpMaLHIO.



coopa, cHUcTeMaTU3alllMd, HAKOIUIEHHWs, HCIOJb30BaHUsA, PpPacCIpOCTPAHEHHUS,
NEPCOHAIBHBIX JAHHBIX, B TOM YHCJIE UX IIEPEIAUH.

Bupyc (koMnbrOTEepHbId, MIPOrPAMMHBIN) — UCIIOJHIEMbIN TPOTPAMMHBIN
KOJI WJIM MHTEPIPETHPYEMbI HA0Op MHCTPYKIWN, 00JIalalomuidi CBOMCTBAMU He-
CaHKIIMOHMPOBAHHOTO PACIPOCTPAHEHUSI W caMmoBocnpousBeneHus. Co31aHHbIe
TyOMUKaThl KOMIIBIOTEPHOTO BUPYyCa HE BCEr/la COBMAAAIOT C OPUTHHAIIOM, HO CO-
XPaHSIOT CIIOCOOHOCTh K JajbHEHUIIEMY pacHpOCTPAHEHHIO U CaMOBOCIPOHU3BEIE-
HUIO.

Bpenonocnasi nporpamMmma — nporpaMma, npeJHa3HauYeHHas ISl OCYIIECTB-
JICHUS] HECAHKIIMOHMPOBAHHOI'O JIOCTYIa U (WJIM) BO3JEWUCTBHS HAa NEPCOHAIbHBIC
JAHHBIE UJTU PECYpPChl UHPOPMAILIMOHHON CUCTEMBI IEPCOHATIBHBIX JTaHHBIX.

BcnomoraresibHbIe TEXHHYECKHE CPEACTBA W CHCTEMbl — TEXHUYECKUE
CpEICTBa U CUCTEMbI, HE MpeJHa3HAUCHHbIE Ul Nepenadn, 0OpaOOTKU U XpaHEHUS
IIEPCOHAJIBHBIX JaHHBIX, YCTAHABIIMBAEMbBIE COBMECTHO C TEXHUYECKHMH CPEACT-
BaMH M CHUCTEMaMH, MMPEJHA3HAUYEHHBIMU ISl 0OpaOOTKU MEPCOHAIBHBIX JaHHBIX
WIA B TOMEIICHUSX, B KOTOPBIX YCTAHOBJICHbI HMH(DOPMAIMOHHBIE CHUCTEMBbI
[EPCOHAJIbHBIX JAHHBIX.

JlocTtyn B oOnepanMoHHYKW cpeay KommblTepa (MHGOPMALMOHHOM
CHCTEeMbl NEPCOHAJBHBIX [JAHHBIX)— IIOJYYEHUE BO3MOKHOCTM 3aIlyCKa Ha
BBITIOJIHEHUE IITATHBIX KOMaH[, (YHKIUHA, TPOLIETYP OMEPAMOHHOW CHUCTEMBbI
(YHUYTOXKEHHUS, KOMMPOBAHUS, TMEPEMEIIEHUS M T.II.), UCIOJHIEMbIX (aiiyioB
IIPUKJIAIHBIX IIPOTPaMM.

Hoctyn k uH(opMamuu — BOZMOXKHOCTb TIOTy4eHMsT HH(OpMAIIIK U €€ HC-
[10JIb30BAHMUS.

3akJja0uHOe YCTPOMCTBO — DJIEMEHT CpEICTBA CheMa HH(OpMaIuy,
CKPBITHO BHENIPSIEMbIN (3aKJIabIBACMbI WJIM BHOCHMBIN) B MECTa BO3MO>KHOTO
chema nHpopMaIrK (B TOM YHCIIE B OTpaKACHUE, KOHCTPYKITHIO, 000pYyI0BaHUE,
[IPEAMETHI HHTEPhEPA, TPAHCIIOPTHBIE CPELCTBA, A TAKKE B TEXHUYECKUE CPEACTBA

1 cUcTeMbl 00pabOTKH HH(OPMAITHHN).



Bamumaemasi wH(popmammsi — HHPOpMAIIWS, SBISIOMIASCS PEIMETOM
COOCTBEHHOCTH M TOAJIeKAIAsi 3allldTe B COOTBETCTBUM C TPEeOOBaHUSIMU
MPaBOBBIX JOKYMEHTOB WJIM TPEOOBAHMSIMU, YCTAHABIMBAEMbIMUA COOCTBEHHUKOM
UH(QOpMALIIH.

NpenTnduxanus — NpucBoeHUe cyObeKTaM U 00BEKTaM JOCTyIA UJICHTH-
¢dukaropa U (WIiM) CpaBHEHUE MPEIBIBISIEMOr0 HJIEHTU(UKATOpA C TEPEUHEM
MPUCBOEHHBIX UJIEHTU(PUKATOPOB.

NudopmaTuBHbI CUIHAJ — DIJIEKTPUYECKHUE CUTHAJBL, aKyCTUYECKUE,
AJIEKTPOMArHUTHBIC U Jipyrve (U3MUECKUE MO, TI0 TapaMeTpaM KOTOPHIX MOXKET
ObITh packpbiTa KoH(UACHIMATLHAs WHpOpMalMs (IIEPCOHATBHBIC JTAHHbBIC)
oOpabarriBacMasi B MTH(POPMAITMOHHOM CUCTEME MEPCOHATIBHBIX JIAHHBIX.

Nudpopmanuonnass cucremMa mnepcoHadabHbIX AaHHbIX (MCIIIH) -
UHPOpPMALIMOHHAsT ~ CUCTeMa,  NpPEACTaBIsiomas  coboil  COBOKYITHOCTH
NEepCOHAJBHBIX  JaHHBIX, CoJAepXamuxca B 0Oase JaHHBIX, a TaKxKe
I/IH(l)OpMaI_[I/IOHHBIX TEXHOJIOTUH H TEXHUYECKHUX CpCACTB, MO3BOJIAOIINX
OCYHICCTBIIATDH 06pa60TKy TaKUX IICPCOHAJIBHBIX MOAaHHBIX C HCIIOJb30BAHUCM
CpPEICTB aBTOMATHU3AIMH WJIH O€3 HCITOJIb30BAHMSI TAKUX CPEIICTB.

HNudopmanmoHHbIe TEXHOJIOTHH — ITPOIECCHI, METOBI TIOMCKA, cOOpa, Xpa-
HEHUs1, 00pabOTKU, MPEIOCTABIICHHS, PACIPOCTPAHEHUST UHPOPMAIMKA U CIIOCOObI
OCYIIIECTBJICHUS TAKUX MPOLECCOB U METOOB.

Hcnonb30BaHue NEPCOHAJBHBIX [aHHBIX — JCUCTBUS (omepanuu) C
NEpCOHAJIBHBIMHU  OAHHBIMH, COBCPHIACMBIC OIICPATOPOM B HCIIAX IPHUHATHUA
pPELICHUN WA COBEPUICHHUS HWHBIX JCUCTBUM, NOPOXKIAKOIMINX HOPUIAYECKUEC
IHOCIIEACTBUA B OTHOILICHUN Cy6’BeKTa MNEPCOHAJIbHBIX OAaHHBIX WKW APYTUX JIUI]
7160 MHBIM 00pa30M 3aTparuBalONIMX MpaBa U CBOOOBI CYOBEKTa MEPCOHATBHBIX
JAHHBIX WA APYTUX JIULL.

McTouHUK yrpo3nl Oe3onmacHocTd HHGOpMamum — CYOBEKT JIOCTYIIA,
MaTepUaIbHBIA OOBEKT WM (PU3MYECKOe SBIICHHWE, SIBJISIOIMIMECS TPUYUHON

BOZBHUKHOBCHHUA YI'PO3bI 0e30IMacHOCTH I/IH(I)OpMaI_[I/II/I.



KoHTposmmpyemasi 30Ha — TPOCTPAHCTBO (TEPPUTOPHS], 3aHUE, 4YacTb
37[aHus], TOMEIIECHUE), B KOTOPOM HCKIIIOYEHO HEKOHTPOJIMpPYyEeMOe IMpeObIBAHUE
TIOCTOPOHHHUX JIMI], & TAKKE TPAHCTIOPTHBIX, TEXHUUECKUX M MHBIX MaTepUATbHBIX
CpEIICTB.

KonduaeHIMaJIbHOCTh TEPCOHAIBHBIX JAHHBIX — O0S3aTelIbHOE IS
COOJTIOZICHUST OTEPATOPOM WM WUHBIM TMOJYYMBIIMM JOCTYI K TMEPCOHATBHBIM
JTAHHBIM JIMIIOM TPeOOBaHHE HE JOMYCKaTh WX PaCHpOCTpaHEHHE Oe3 Coriacus
CyOBEeKTa MepCOHATBHBIX JAHHBIX WIIM HAJTMYMSI THOTO 3aKOHHOTO OCHOBAHMUSI.

MexcereBou JKpaH —  JIOKATbHOE  (OJIHOKOMIIOHEHTHOE) WU
(YHKIIMOHATIBHO-PACIIPEICSIEHHOE  MPOrpaMMHOE  (IIPOrpaMMHO-aNapaTHOR)
CpeNCTBO (KOMIUIEKC), peaTu3yrolliee KOHTPOJIb 32 MH(POpMaIeH, MoCTyaroIieH B
UH(QOPMAIIMOHHYIO CHUCTEMY TMEPCOHAIBHBIX JAHHBIX W (WJIM) BBIXOISILIEH H3
UH(POPMAITMOHHOM CHCTEMBI.

Hapymuresib 0€30MacCHOCTH TEPCOHAIBHBIX [JaHHBIX — (PU3MYECKOe
JMIO, CIIy4alHO WM NPEIHAMEPEHHO COBEPIIAIONIECE JEUCTBUS, CIIEACTBUEM
KOTOPBIX SIBIISIETCS HapyIIeHHUE O€30MacHOCTH MEPCOHATIBHBIX JAaHHBIX IMPU HUX
00pabOTKE TEXHUYECKUMH CPEACTBAMH B  HWH(POPMAIIMOHHBIX  CHUCTEMAax
MEPCOHATBHBIX JJAHHBIX.

HeaBToMaTH3MpoBaHHasi  00pa0oTKAa  MEePCOHAJBHBIX  JIaAHHBIX —
00paboTKa MEepCOHANBHBIX JIAHHBIX, COACPKAIIMXCS B MHPOPMAIIMOHHON CHCTEME
MNEPCOHAJIBHBIX JaHHBIX JINOO0 WU3BJICUEHHBIX M3 TaKOH CHUCTCMbI, CYUHUTACTCs
OCYIIECTBICHHOM oe3 MCIIOJIb30BAHUS CpPE/ICTB aBTOMATHU3AIH
(HEaBTOMATU3UPOBAHHOM ), €CIIM TaKue JEUCTBUS C MEPCOHATLHBIMU TAHHBIMH, KaK
UCIIOJIb30BAHNE, YTOYHEHHE, PACIPOCTPAHCHHE, YHHUYTOKEHHE IEPCOHATBHBIX
JaHHBIX B OTHOIICHHHU KaXAOro u3 CY6T>€KTOB IICPCOHAJIBHBIX JTaHHBIX,
OCYIIECTRIISIIOTCS TP HETIOCPEICTBCHHOM y4aCTHH YEJIOBEKA.

HenexyiapupoBaHHble BO3MOKHOCTH — (DYHKITMOHAIBHBIE BO3MOXKHOCTU
CPEJICTB BBIUMCIIMTEILHON TEXHWKH, HE OMNMCAHHBIC WM HE COOTBETCTBYIOIIIUEC

OIIMCaHHBIM B JOKYMCHTAllMK, IIPpU HMCIOJIb30BAHUN KOTOPBLIX BO3MOKHO



HapylIeHue  KOH(PUIEHIMATBHOCTH,  JOCTYITHOCTH  WJIM  IEJIOCTHOCTH
oOpabarbiBacMOi MH(DOPMAITHH.

HecaHKUMOHUPOBAHHBIN J10CTYNl (HECAHKIMOHUPOBAHHbIE AElCTBHS) —
JOCTYIl K MH(POpMalK WK JEHCTBUS ¢ MH(pOpMalMel, Hapylarolue IpaBuiia
pasrpaHUYeHUss  JIOCTylla  C  HCIIOJIb30BAHMEM  INTaTHBIX  CPEJICTB,
MPEOCTABIAEMbIX UH)OPMAIIMOHHBIMU CUCTEMAMU NIEPCOHATIBHBIX JaHHBIX.

Hocurtenns nngopmanuu — Gpu3ngeckoe JUI0 WK MaTePUATLHBIA 00BEKT,
B TOM 4HCIIe (PU3UUECKOE M0JIe, B KOTOPOM MH(OPMAITUS HAXOAUT CBOE OTPAKEHHE
B BUJIC CUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHIUYECKUX PEIICHUI U TIPOIIECCOB, KOJIH-
YECTBEHHBIX XapaKTEPUCTUK (PU3UUECKUX BEITUUMH.

O0e3uunBaHne MEePCOHATbHBIX [TAaHHBIX — JICHCTBUS, B pe3yJbTare
KOTOPBIX HCBO3MOJKHO OIPCACINTb MPHUHAMJIC)KHOCTh IMCPCOHAIBHBIX JaHHBIX
KOHKPETHOMY CYOBEKTY NEPCOHAIBHBIX JTAHHBIX.

O0paGoTka mNePCOHAJBHBIX JAAaHHBIX — JICHCTBUS  (Omepalu) C
MEPCOHAILHBIMU  JTAHHBIMH, BKJIO4Yasi cOOp, CHCTEMaTH3alliio, HAKOIUICHHUE,
XpaHeHue,  yrouyHeHue  (OOHOBJIEHHME,  W3MEHEHHE),  HWCHOJIb30BaHHUE,
pacripocTpaHeHre (B TOM 4HCIE mepenady), 00e3InyuBaHue, OJIOKHPOBAHHE,
YHUUTOXEHUE NEPCOHATBHBIX TAHHBIX.

OO01menocTynHbie IMEPCOHAJIbHbIE [IaHHbIE — TIEPCOHAIBHBIE JaHHbIC,
JOCTYIl HEOTPaHUYEHHOI'O Kpyra JIMI[ K KOTOPBIM TIPEIOCTABIEH C COTJIAcHs
CY6T>GKTa IICPCOHAJIBHBIX AAHHBIX MM Ha KOTOPBIC B COOTBCTCTBHH C
dbenepaabHBIMA  3aKOHAMU HE PacOpoOCTpaHseTcss TpeOOBaHUE COOJIOICHUS
KOH(HICHIIMATEHOCTH.

Omnepatop (mepCcOHANBHBIX [JaHHBIX) — TOCYJAPCTBEHHBIA OpraH,
MYHHUIUITATIBHBIN OpraH, IOPUINIeCcKOe Wi (PU3NIECKOE JINII0, OPraHU3YIOIIEe U
(W)  OCYyIIECTBIISIONIEE OOpabOTKy TMEPCOHATBHBIX JAHHBIX, a TakKkKe
OTIPEISIISIOIINE 1IEM U CO/IepyKaHue 00pab0OTKHU NEPCOHATBHBIX JTAaHHBIX.

Texnunueckue cpeacrsa HMHPOPMALUOHHON CHCTEMbI NEPCOHAIBHBIX

JAHHbBIX — cpeacrea BBIYMCIIUTEIIFHOM TEXHUKU, I/IHCl)OpMaI_II/IOHHO-



BBIYMCIIMTENBHBIE KOMIUIEKCHI U CETH, CPEACTBA U CUCTEMBI IIEpEIaun, IIpUeMa U
oopabotkn IIJI[H (cpemcTBa ¥ CHCTEMBI 3BYKO3AIIMCH, 3BYKOYCHJICHMS,
3BYKOBOCIIPOM3BEICHNUS, TIEPETOBOPHBIE U TEIEBU3UOHHBIE YCTPOMCTBA, CPEACTBA
V3TOTOBJICHUS, TUPAKUPOBAHUSA JOKYMEHTOB U JIPYIME€ TEXHUYECKHUE CPEICTBA
00paboTKK peueBoi, rpauuecKoil, BUAeo- U OYKBEHHO-IIM(POBOM MH(POpMAaLN),
MPOrPaMMHBIE CPEICTBA (OTEpAIIMIOHHBIE CUCTEMbI, CUCTEMBI YIIpaBJICHUs 0a3aMu
JAHHBIX M T.L), CPENCTBa 3allUThl HWHQPOpMAIUK, MPUMEHSEMbIE B
UH(POPMAITMOHHBIX CUCTEMaX.

IlepexBar (MHGoOpManMM) — HENPABOMEPHOE IMONYy4YEHHE HHPOpPMALUU C
UCIIOJIb30BAaHUEM TEXHUUYECKOIO CpEICTBA, OCYIIECTBISIOLIEIO OOHapyKEHHUE,
npueM 1 00paboTKy HHPOPMATHUBHBIX CUTHAJIOB.

IlepconasbHble JaHHbIEe — Jt00as uHGpOpMaluUs, OTHOCSIIAsACA K
OIIPENCICHHOMY MWJIM OIpeleNsieMOMY Ha OCHOBAaHMM Takoil uH(opMauu
¢usznueckomy Ny (CyOBEKTYy NEpCOHAIbHBIX JAaHHBIX), B TOM YHCIE €ro
(bamunus, UMsi, OTYECTBO, T'OJI, MECSII, 1aTa U MECTO POXKICHMUSI, aipec, CEMEIHOE,
COLIMAJIbHOE, HMMYILIECTBEHHOE NOJOXeHHue, oOpa3oBaHue, mpodeccus, TOXOIb,
npyrasi uHbopMaIus.

IToGounbIe 3JIeKTPOMATHUTHbIE U3J1y4eHHs " HABOJAKH —
DIIEKTPOMArHUTHBIE HM3TYYCHHUS TEXHHUUECKUX CPEICTB OOpabOTKH 3alHIIacMOn
uHpOpMaIMK, BO3HUKAWOIIME Kak [MOOOYHOE SBJICHHE U  BbI3BAaHHbBIC
AIIEKTPUYECKUMH CUTHAJIAMU, JEHCTBYIOIMMH B MX DJIEKTPHUYECKUX M MAarHUTHBIX
LENsX, @ TAK)KE AJIEKTPOMArHUTHBIE HABOJKU 3TUX CUTHAJIOB Ha TOKOMPOBOJSIINE
JVHUU, KOHCTPYKIMU U IIETIH MTUTaHUSL.

MoauTHKAa  «YUCTOr0  CTOJA» —  KOMIUIEKC  OpraHU3alMOHHBIX
MEPOMNPUITHHA, KOHTPOJMPYIOIIUX OTCYTCTBHE 3alMChIBaHUS Ha OyMakKHbIE
HOCHUTENIM KItoued W aTpuOyToB nocTyna (mapojied) M XpaHEHUs UX BOJIM3H

00BEKTOB JOCTYIIA.



IHonb3oBareb MHPOPMALMOHHOM CHCTEMbI NMEPCOHAJBHBIX JAHHBIX —
JUI0, YyYacTBywImee B (DYHKIMOHUPOBAHWH WH(POPMAIMOHHONW  CHUCTEMBI
MEPCOHATBHBIX JAHHBIX WJIA UCTIONB3YIOIIEE Pe3yIbTaThl €€ PYHKIIMOHUPOBAHMS.

IIpaBusia pasrpaHu4eHus J0CTYNAa — COBOKYITHOCTh MPaBUJI, PErJIaMEHTH -
PYIOIIMX MpaBa JOCTyIa CyObEKTOB IOCTYIA K 00BbEKTaM JOCTYyIIa.

IIporpammHasi 3aK/IaAKa — KOJ [IPOrpaMMbl, IPEIHAMEPEHHO BHECEHHBIN B
MIPOrPaMMy C TIEJIBI0 OCYIIECTBUTH YTEUKY, U3MEHUTH, OJIOKMPOBATh, YHHUTOKUTh
UH(OPMAIUIO WIM YHUYTOXUTh U MOJU(DUIIMPOBATH MPOrpaMMHOE oOeclieueHue
MH(POPMAITMOHHOW CHUCTEMBI IEPCOHANBHBIX JAaHHBIX U (KMJM) OJOKMpOBATH armra-
paTHBIE CPEICTBA.

IIporpammuoe (mporpaMMHO-MaTeMaTHYECKOE) BO3IeHCTBHE —
HECAHKIIMOHUPOBAHHOE  BO3JICHCTBUE HAa  pPECypChl  aBTOMATU3UPOBAHHOMU
MH()OPMAITMOHHONW CHCTEMBI, OCYIIECTBIISIEMOE C MCIOJIb30BAHUEM BPEOHOCHBIX
MIPOrpaMM.

PackpbiTHe NepCOHANBHBIX [AHHBIX — YMBIIUICHHOE WM CllydaiiHOe
HapylieHne KOH(OUICHIINATbHOCTH MEPCOHATBHBIX JaHHBIX.

PacnpocTpaHeHue mnepcoHAJBHBIX JAHHBIX — JICUCTBUSA, HaIpaBJICHHBIC
Ha Tepenavyy MepCOHAIBHBIX JIaHHBIX OMpeAeIeHHOMY Kpyry Jjwuil (mepemada
MEPCOHAIBHBIX [IAaHHBIX) WJIM Ha O3HAKOMJIEHHE C MEPCOHAIBHBIMU JaHHBIMU
HEOTPAHUYEHHOTO Kpyra JHIll, B TOM 4HCjIe OOHApOJOBaHUE TMEPCOHATBHBIX
JTAHHBIX B CPEJICTBAaX MAacCOBOW HMH(OpMaIUU, pa3MelleHrne B MH(POpMaAIMOHHO-
TEJIEKOMMYHUKAITMOHHBIX CETAX WJIM MPEJOCTaBIECHUE JOCTYIA K MEePCOHATbHBIM
JTAHHBIM KaKUM-JTMOO0 MUHBIM CIIOCOOOM.

Pecypc uH(pOpMALMOHHOM  CHCTEMbI — HWMCHOBAHHBIA  JJIEMEHT
CUCTEMHOTO, MPUKIAJTHOTO WJIM allllapaTHOro ooOecreueHusi (PyHKIIMOHUPOBAHUS
UHGOPMAITMOHHOW CUCTEMBL.

CneunanbHble KATErOpMHd MNEPCOHAJIBHBIX [AHHBIX — IEPCOHAIbHBIC
JTAHHBIE, KACAIOUIUECA PACOBOM, HAIMOHAIBHOU ITPUHAJICKHOCTH, TTOJTUTUYECKUX
B3TJISIZIOB, PEITUTHO3HBIX WM (Priiocopckux yOeKIeHUM, COCTOSHUS 30POBbS U

WHTUMHOM KU3HU CY6BGKT3 MEPCOHAIbHBIX NAHHBIX.



CpeacrBa BbIYMCIUTEIbHON TEXHUKHU — COBOKYIHOCTH IMPOTPAMMHBIX U
TEXHUYECKUX  JJIEMEHTOB  CHCTeM  OOpabOTKM  JaHHBIX,  CIIOCOOHBIX
(YHKIIMOHUPOBATh CAMOCTOSTEIIFHO WJIM B COCTABE IPYTHX CUCTEM.

Cy0bekT nocryna (cy0beKT)— JIMIO WIM IPOLECC, JECUCTBUS KOTOPOIO
PETTIAMEHTUPYIOTCS ITPABUIAMHU PA3TPAHUYECHUS JOCTYIIA.

TexHuyeckuil KaHajd yTedkd HHGOPMAUMU — COBOKYIIHOCTH HOCHUTEIS
uHpopmaiu  (cpeacTtBa 00pabOTKM), (U3UUECKOM Cpelbl PacIpOCTPaHECHUS
WH(POPMATUBHOTO CHUTHAJIA M CPEJICTB, KOTOPHIMH JIOOBIBACTCS 3allUIaeMast
UH(pOpMaLKL.

Tpancrpanuynasi mnepegadya NePCOHAJBHBIX [JaHHBIX — TIepenaya
NEPCOHANBHBIX ~ JTAaHHBIX OMepaTopoM dYepe3 [ocymapCTBEHHYIO TpaHHILY
Poccuiickon ~ @enepaumu  OpraHy  BJIACTM  MHOCTPAHHOIO  I'OCYAapcCTBa,
¢uznyecKOMy WIH IOPUINYECKOMY JIUIy HHOCTPAHHOTO FOCY1apCTBa.

Yrpo3bl 6e30MaCHOCTH MEPCOHATBHBIX JAHHBIX — COBOKYIIHOCTh YCIIOBUI
U (haKTOpOB, CO3MAIOIIUX OINACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCJIE
CIIy4ailiHOT O, JOCTYNA K MEPCOHAIBHBIM JIAHHBIM, PE3YJIbTATOM KOTOPOTO MOXKET
CTaTh YHUUYTOKCHUE, U3MEHEHHE, OJIOKMPOBAHUE, KOITMPOBAHKE, PaCIIPOCTPAHEHUE
MEPCOHAIBHBIX JAHHBIX, @ TAKKE WHBIX HECAHKIIMOHUPOBAHHBIX JCMCTBUM TIPU UX
00paboTKe B MHPOPMAITMOHHON CHCTEME TIEPCOHATLHBIX JAHHBIX.

YHUUYTOKEeHHE TEePCOHATbHBIX JaHHBIX — JICUCTBUA, B PE3YJIbTATE
KOTOPBIX HEBO3MOXHO BOCCTAHOBUTBH COJACPKAHUE IEPCOHAIBHBIX JAHHBIX B
UH(POPMAITMOHHON CHUCTEME MEPCOHATIBHBIX JAHHBIX WA B PE3YJIbTaTe KOTOPBIX
YHUUTOXKAKOTCS. MATEPUAIBHBIE HOCUTENN NIEPCOHABHBIX TAHHbBIX.

Yr1euka (BamumaemMod) UHPOPMALMU IO TEXHHYECKUM KAHAJIAM —
HEKOHTPOJIMPYEMOE PacHpoCTpaHeHne WH(OpMAIMK OT HOCHTEIS 3allUIIAeMOM
uHpopMaIuK  uepe3 (PU3MYECKyr0 Ccpeny JO0 TEXHHUYECKOTOo  CPEJCTBa,

OCYILIECTBJISFOIIETO MepeXBaT HH(PopmMaIuu.



Ysa3BUMOCTb — C1a0OCTh B CpPEACTBaX 3alUTBhI, KOTOPYIO MOKHO
WCIIOJIL30BATh ISl HAPYILICHUSI CUCTEMBI WJTH COZIep Kallieiics: B Heil mH(opMalvu.

IenocTHOoCTh MHGOPMAIUU — CIIOCOOHOCTH CPE/ICTBA BBIYMCIUTEIBHON
TEXHUKA WM aBTOMAaTU3MPOBAHHOM CHUCTEMBI O0ECHEUMBATH HEU3MEHHOCTD
uHQOpMaIMM B YCIOBUSIX CIyY4allHOrO W/WIM MPEAHAMEPEHHOIO HWCKaKEHUS
(pa3pyiieHus).

O0o03HaYeHHS M COKPALIICHUSA

ABC — aHTUBHpYCHBIE CPENICTBA

APM — aBTOMaTH3UpOBaHHOE PabovYee MECTO

BTCC — BcriomorarenbHble TEXHUYECKUE CPENICTBA U CUCTEMBI

NCTI/1n — uadopmalimoHHast cuctemMa nepCoHaIbHBIX JAHHBIX

K3 — koHTpONIMpyemas 30Ha

JIBC — nokaiibHasi BBIMUCIUTEbHAS CETh

MD — mexceTeBoi IKpaH

HC/I — HeCaHKIIMOHMPOBAaHHBIN JTOCTYTI

OC — onepaniioHHas cUCTEMa

[1/TH — nepcoHaIbHBIE TaHHBIE

[IMB — nporpamMmmMHO-MaTeMaTHYECKOE BO3ICHCTBUE

[1O — nporpamMmmHOe obecrieueHue

[IOMUWH — nobouHble 37IeKTPOMArHUTHBIE U3Ty4YEHHS U HABOJIKU

CA3 — cucrema aHaam3a 3alIUICHHOCTH

C3U — cpencTsa 3amuThl HHGOPMAITHH

C3I1Jn — cuctema (mojicucTemMa) 3ailuThl IEPCOHATBHBIX JAHHBIX

COB — cuctema oOHapyXeHUsI BTOP>KEHUN

TKYU — texunueckre kaHaibl yTeUKA HHPOPMAIUK

VYBII/I1 — yrpo3bl 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX

BBenenue



Hacrosmas Konnenmus undopmarmonnoit 6e3onacHoctn UCII[an MOY
bomemecensckoit COII  (Mlamee - Opranuzanuu) sBiseTcsl O(QHUIIMATIBHBIM
JIOKyMEHTOM, B KOTOpPOM OIIpe/ielieHa CHUCTeMa B3IJISA0B Ha oOecreueHue
nHpopmarmorHou 6e3onacHocT OpraHu3aiui.

Hacrosmas Konuenuus omnpenenser OCHOBHBIE LENW M 3aJadyM, a TaKXKe
OOIIyI0 CTpPaTerui0 IOCTPOCHUS CHUCTEMBbl 3allUThl TEPCOHAIBHBIX JIaHHBIX
(C3I1An)  Opranmszanuu. KoHuenmus omnpenensieT OCHOBHbIE TPEOOBAHHS H
0a30Bbl€ TOAXOJBI K WX pealu3aluu, ISl JOCTHKEHUS TpeOyeMoro ypOBHS
0e30macHOCTH HH(OpPMALUH.

Konuenuust pa3paboTaHa B COOTBETCTBUM C  CHUCTEMHBIM IOJIXOJIOM K
obOecnieyeHnto  MH(pOpMaUUOHHOW  Oe3omacHOCTH.  CHCTEMHBIM  MOAXO.
IpeanojaraeT  MNpPOBEACHUE  KOMIUIEKCA  MEpPONPUSITHH,  BKIIOYAIOIIHMX
UCCIIEJOBaHUE YIpo3 HMH(OpPMALMOHHONW 0€30IacHOCTH M pa3pabOTKy CHUCTEMBI
3ammThl  [I/[H, ¢ m0O3MIMM KOMIUIEKCHOTO TIPUMEHEHHS TEXHHUYECKUX U
OpraHU3alMOHHBIX MEP U CPEJICTB 3aIIUTHI.

[Ton mabOopManmonHon Oe3onacHocThio [IJ[H MOHMMaeTCs 3alMIIEHHOCTh
NEPCOHANBHBIX JIaHHBIX M 00palaThiBalOIIe HX HHPPACTPYKType OT JHOOBIX
CIIyYalHbIX WM 3JIOHAMEPEHHBIX BO3JCHUCTBUU, PE3YJIbTATOM KOTOPBIX MOXKET
SBUTHCSI HaHeceHHue ymiepba camoil mHpopMaluu, ee BiaaenbliaM (CyObeKTam
[11n) win undpacrpykrype. 3agauu nHGOPMaAIMOHHON 0€30MaCHOCTH CBOJSITCS K
MUHUMM3AIUU yiiepOa OT BO3MOXKHOW peanu3aiuu yrpo3 6esomnacHoctu [1/1H, a
TaK)Ke K MPOTHO3UPOBAHUIO U MPEJOTBPALLICHUIO TAKUX BO3ACHCTBUM.

KoHuenuust ~ cmy>kur  OCHOBOM 1 pa3paboOTKM  KOMIUIEKCa
OpPTaHU3allMOHHBIX W TEXHUYECKUX Mep Mo obecreyeHnuto HHPOPMaIMOHHOM
0e30macHOCTH Opranuzanuy, a TakKe HOPMATUBHBIX M METOJUYECKUX
JIOKYMEHTOB, 00€CIEeUMBAIOUINX €€ pealu3alllio, U He MpeanoJiaraeT MOIMEHbI
GyHKIMIA  TOCYJapCTBEHHBIX OpraHoB BiacT  Poccwmiickoit ~ deneparum,
OTBEYAIONIMX 3a obecrieueHre O0e30MacHOCTH MHGOPMAIIMOHHBIX TEXHOJIOTHH H
3amuTy HHGOPMAIIUH.

Konuenmus sBiasgeTcs METOI0JI0rNYECKO OCHOBOM JUIS:



- GOpMHUPOBAHUS U TPOBEJCHUS SIMHON TIOJUTUKHN B 00JIaCTH 0OecTiedeHMs
oe3zonacuoctu [1JIn B UCIT[In Opranuzanuuy,

- IPUHSTHS YIIPABICHYECKUX PEIICHUA U pa3paOOTKU MPAKTUYECKUX MEp 10
BOIUIOIICHUIO TOJUTHKU Oe3omacHocTd [I[[H u BRIpabOTKH  KOMILIEKCa
COTJIaCOBaHHBIX  MeEp HOPMATHUBHO-TIPABOBOTO,  TEXHOJIOTMYECKOro U
OpraHU3allMOHHO-TEXHUYECKOTO XapaKTepa, HalpaBJICHHBIX Ha BBISBICHUE,
OTpaXEHUE W JHMKBUIAIMIO TMOCIEACTBUI pealn3alluid Pa3nYHbIX BUIOB YTPO3
IT1H;

- KOOpJMHAITMY JEATEIPHOCTH CTPYKTYPHBIX TopasaeieHuit Opranu3anuu
IpU TpoBeneHUH padoT no pa3Butuio U skcmtyatanuu MCII/IH ¢ cobmoaenuem
TpeboBanuii ooecnieuenus 6e3omacuHoctu [1/1H;

- pa3paboOTKH  TPEMAJIOKEHUH MO  COBEPIICHCTBOBAHUIO  IMPaBOBOTIO,
HOPMATUBHOTO,  METOJIMYECKOTO,  TEXHHYECKOTO U  OPraHU3alMOHHOTO
obecnieuenus 6ezomacHocty [11n 8 UCII/In Opranuzamuu.

OOmacte  npuMeHeHus  KoHuenmuwu — pacnpocTpaHseTcss Ha  BCe
noapasnenenuss Opranus3aiuu, B KOTOPBIX OCYIIECTBIISIETCS aBTOMaTU3UPOBAHHAS
obpadoTtka [1/1H, a Takxke Ha MOAPA3AEICHNUS, OCYIIECTBISIIOIINE COMTPOBOXKICHNUE,
oOcy>KMBaHHE U oOecrieueHre HopmainbHoro Gpynkimonuposanus UCII/IH.

[IpaBoBoit 0azoii st paspaborku Hactosmed KoHuenuuu cioyxkar
TpeOOBaHMs JeHCTBYIONUX B Poccum 3aKkoOHOMATETBHBIX W HOPMATHBHBIX
JIOKYMEHTOB 10 00ecreueHnio 0€30MacHOCTH epcoHaNbHbIX JaHHbIX ([T1H).

1. O0ue MoJI0KEeHUS
Hacrosmass Konnenuusi ornpenenseT OCHOBHBIC HENIM M 3aJa4M, a TaKkKe

OOIIy0 CTPATETHIO ITIOCTPOCHUS CHCTEMbI 3allUTHl TEPCOHABHBIX JTaHHBIX
(C3I1dn) Opranuzanuu, B cootBercTBUU C Ilepeunem MCII[IH. Konuenius
OTIpeJICISICT OCHOBHBIC TpeOOBaHUS M 0a30BBIE MOAXOMBI K WX pealU3alyu, IS
JOCTIDKEHUSI TPeOyeMOoro ypoBHsI 0€30MMacHOCTH HH(OPMAITUH.

C3IIIn nmpexncraBisger coOOW COBOKYMHOCTh OPraHU3allMOHHBIX U TeX-

HUYECKUX MEPONPUATUMN I 3aiuThl [1/IlH OT HEMpaBOMEpPHOTO WM CIIy4arHOTO
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J0CTyNa K HUM, YHUUYTOXKEHUS, U3MEHEHUs, OJIOKUPOBaHUs, KOMUPOBaHUs, pac-
npoctpanenus [1/{H, a TakKe HHBIX HENPABOMEPHBIX JCHCTBUN C HUMH.

be3onacHOCTh MEpPCOHAIBHBIX JAHHBIX JIOCTUTACTCS IYyTEM HCKIIOYCHUS
HECAaHKIIMOHUPOBAHHOTO, B TOM YHUCJE CIy4alHOIo, AOCTyHa K MEPCOHAIbHBIM
JAHHBIM, PE3YyJbTATOM KOTOPOIO MOXKET CTaThb YHUYTOXKEHUE, W3MEHEHHUE,
0JIOKHUpOBaHUE, KOMMUPOBAHUE, PACIIPOCTPAHEHUE MEPCOHABHBIX JAHHBIX, a TAKKE
VHBIX HECAHKIIMOHUPOBAHHBIX JEHUCTBUU.

CrpykTtypa, coctaB ¥ ocHOBHbIE ¢pyHKiuu C3I1/IH onpenensitorcs ucxons us3
ximacca MCIIAn. C3IIJIH BKiIOYaeT OpraHW3allMOHHBIE MEPBl U TEXHUYECKHUE
cpeacTBa  3amuThl  MHPopMaruu (B TOM  4ucle  MU(POBaJIbHbBIC
(kpurnrorpapuieckue) CpEJIICTBA, cpexncTBa IIPENOTBpALICHUS
HECAaHKIIMOHUPOBAHHOTO JOCTYIA, YTE€YKH HMHPOPMALMH 1O TEXHHUYECKUM
KaHaJIaM, IPOTrPpaMMHO-TEXHUYECKUX BO3JECHCTBUM HAa TEXHUYECKHE CpEICTBA
oopabotku [IJ[H), a Takxke wucnoib3lyemMbie B HHGOPMAIIMOHHON CHUCTEME
MH(OPMAIMOHHBIE TEXHOJIOTUH.

OTHU Mepbl IPU3BaHbI 00ECIICUNTh!

- KOH(PUACHIHMATBHOCTH uH(popmaIumn (3amuTa OT
HECaHKIIMOHUPOBAHHOI'O O3HAKOMJICHUS);

- HeJOCTHOCTh HMHpoOpMaMK  (aKTyaJIbHOCTh M HEMPOTUBOPEYUBOCTH
uH(popMaIuyu, €€ 3allMIIEHHOCTh OT pPa3pylIeHUs MU HECAHKIIMOHMPOBAHHOIO
WU3MEHEHHUS);

- IOCTYIIHOCTh HMHpOpMauuu (BO3MOXKHOCTh 3a MPUEMIIEMOE BpEMs

MOJIYYUTh TpeOyemMyto HH(POPMAITMOHHYIO YCIIYTY).

Craauu co3ganus C3I1/IH BKIIOYAIOT:

- IPEITPOCKTHAST CTaaus, BKJIIOYAIOIIAs TMPEAIPOCKTHOE OOCIe0BaHEe
NUCTI[IH, pa3paboTKy TEXHUYECKOTO (YaCTHOTO TEXHUYECKOTO) 3aJaHusl Ha ee
CO3/aHHUE;

- cTaausi MPOEKTHPOBaHus (pa3paboTku npoekToB) u peanu3anuu MCII/H,

BKTrouaronias pazpadorky C3I1/In B cocrae UCIIH;
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- ctaaus BBoja B aeicteue C3I1JIH, BKITtoUaronas OnbITHYO SKCIUTYaTaIUio
U TIPUEMO-C/IATOYHBIC UCTIBITAHUSI CPEACTB 3aIIUTHI HH(OPMAIINH, a TAKXKE OI[CHKY

cootBercTBUs MCIT/IH TpeOoBanusM 0e301acHOCTH MHGOPMALIHH.

OpranuzalioHHbIE MEpbl MNPEIYCMATPUBAIOT CO3JIaHHE W TOAJIEPIKAHUE
npaBoBoii 0a3bl Oe3omacHoctr II/lH u pa3paboTKy (BBEIEHHE B JICHCTBHE)
npenycMoTpeHHbIX  [lomutukoit wmHpopMammonHnoit 0Oezomacuoctu  MCII/IH
CJIEAYIOIINX OPraHU3alMOHHO-PACTIOPAIUTEIbHBIX JOKYMEHTOB:

- [Iman meponpusTuili no odecnevyenuto 3amuthl [1J[H npu ux o6padoTke B
NCIIdH;

- [Iman MeponpusITHii MO0 KOHTPOJIt0 obecrieuenust 3amuThl [1/1H;

- [lopsimok pe3epBuUpOBaHMS U BOcCcTaHOBJIEHUs pabdotocrnocoOHoctu TC u
I1O, 6a3 gannbeix u C3U,

- JlomxHocTHas  uHCTpykiuss  agMuuaucTparopa MWCIIIlH B  yactu
oOecnieuenus 6ezonacHoctu I1/{n mpu ux odbpadotke B UCII/IH;

- JlomkHOCTHAs MHCTPYKIUS aaMuHucTpaTtopa o6e3omnacHoctu UCTIH;

- JlomxHocTHas uHCTpyKuus noJb3oBatenss UCII[H B yactu obecnieyeHus
6e3onacHoctu [1/]n mpu ux obpadotke B UCII/IH;

- MHCTpyKLMS Ha cilydald BOSBHUKHOBEHHS BHEIITATHOW CUTYalllH;

- PexoMeHnaanum 1o UCrojab30BaHUIO TPOTPAMMHBIX U allllapaTHBIX CPEICTB

3aIUTHI HHPOPMAITUH.

TexHn4eckre MephI 3alIUThl PEAUTU3YIOTCA TPU MOMOIIU COOTBETCTBYIOIINX
MIPOrPAMMHO-TEXHUYECKUX CPEACTB U METOJIOB 3aILIUTHI.

[lepeueHb HEOOXOIUMBIX Mep 3alIUThl WHGOPMAIUU OMPEACNSIeTCS IO
pesynbTrataMm BHyTpeHHel npoepku 6e3onmacHoctu UCII[In Opranuzammm.

2. 3amauu C3I1/1n
OcnoBnoit nenpio C3I1[[H sBiseTcs MUHUMU3aLUA yiiepOa OoT BO3MOKHOM

peanuzaiuu yrpo3 6esonacHoctu [1/1H.
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Jns mocTmkeHus OCHOBHOM 1enu cucrtema Oe3omacHoctu [1JIm MCII/Ix
noJDKHA oOecrieunBaTh 3(Q(PEKTUBHOE PENICHHUE CISAYIOMMNX 3a/1a4:

- 3alIUTy OT BMemarenbcTBa B mporecc ¢yHkuuonupoanus WCIIIn
MOCTOPOHHMX JIKIl (BO3MOXKHOCTh Hcnoib30BaHusg AC U JOCTYyIl K €€ pecypcam
JOJDKHBI MMETh TOJBKO 3apETHCTPUPOBAHHBIE YCTAHOBIECHHBIM IOPSAKOM
M0JIb30BATEIH );

- pa3TpaHUYE€HUE JIOCTYyNAa 3aPETUCTPUPOBAHHBIX  MOJB30BATEICH K
anmapaTHbIM, NpPOrpaMMHBIM U  HHpopManuoHHbIM  pecypcam  MCII/Ix
(BO3MOXKHOCTh [JIOCTyNHa TOJIBKO K TE€M pecypcaM U BBITIOJIHEHUS TOJBKO TEX
omeparuil ¢ HUMH, KOTOPhIE HEOOXOIUMbI KOHKPETHBIM nojb3oBaTensiM UCIIIx
JUISL BBITIOJIHEHUS CBOMX CIY>KEOHBIX OO0S3aHHOCTEH), TO €CTh 3allUTy OT
HECAHKI[MOHUPOBAHHOIO IOCTYTIA!

a) k uadopmaruu, mupkynupyromeit B UCIT/IH;

0) cpeactBaM BerunciauTenbHor TexHuku UCIx;

B) amnmapaTHbIM, MPOTPAMMHBIM U KPUOTOTpaPUUYECKUM CpeACTBaM
3amuThl, ucnojbzyeMbiM B UCIT/IH;

- pErUCTpalMil0  JACHUCTBUKA  TIOJB30BATENIE  MPH  HKCHOJIb30BaHWUHU
samuiiaemMeix pecypcoB MCII/IH B CHUCTEMHBIX KypHajax WU MEPUOIAYECKUM
KOHTPOJIb KOPPEKTHOCTH JCHCTBHUM II0JIb30BATEJIEH CHUCTEMBI MyTEM aHaIu3a
COAEPKUMOTO ITUX KYPHAJIOB;

- KOHTPOJIb 1IEJOCTHOCTH (00ecreueHrne HEeM3MEHHOCTH) CPEJIbl UCTIOTHEHHUSI
MPOrpaMM U €€ BOCCTAHOBJICHUE B CIIy4ae HapyIICHUS,

- 3alUTY OT HECAHKIMOHWPOBAHHOW MoAUUKAIMU U  KOHTPOJIb
en0cTHOCTH ucnonbzyeMblx B MUCII/IH nmporpaMMHBIX CPEACTB, & TAKXKE 3aIIUTY
CHUCTEMBI OT BHEIPEHUS HECAHKIIMOHUPOBAHHBIX MPOTPaMM;

- 3amuty [IJIH OT yTeuku Mo TEeXHUYECKUM KaHajlaM Npu ee oOpaboTke,
XPAHECHUU U MlepeIave o KaHajaaM CBS3H;

- 3amury [1JIH, Xpanumoii, oOpabaTeiBaeMOl U MepeaaBaeMoi Mo KaHajaM

CBA3H, OT HCCAHKIIMOHUPOBAHHOI'O PA3IJIalICHUA WU UCKAKCHU,



- obecrieueHUEe  JKUBYYECTH  KPUITOTpapUUECKHX  CPEACTB  3allUThI
uHGOpPMaIIMU TPY KOMIIPOMETAIIMH YaCTH KJIIOUEBOIN CHCTEMBI;

- CBOEBPEMEHHOE BBISIBIICHUE HCTOYHUKOB yrpo3 OezomacHoctu I1/1H,
OPUYUH M YCIOBUH, CIOCOOCTBYIOIIMX HaHeceHHuio yimepba cyobextam I1/1H,
CO3/IaHME MEXaHMU3Ma OIEPATUBHOIO PearupoBaHus Ha yrpo3bl 6e3onacHoctu [1/1H
Y HETaTUBHBIE TEHACHIINY;

- CO3/IaHM€ YCJIOBHM [JI1 MUHUMHU3ALMU M JIOKAJIU3alWd HAHOCHUMOIO
yuiepba HEnpaBOMEPHBIMU JEUCTBUAMU (U3MUYECKUX M IOPUAMYECKUX JIULL,
ocnablieHNe HETAaTUBHOTO BIMWSHUS W JMKBUAALWSA TOCIEACTBUN HapyIICHUS
oe3omacHoctu 11/1H.

3. O0BbeKTHI 3alUTHI
3.1. IlepeuyeHb NH(OPMAIHOHHBIX CHCTEM

B Opranumszauum npousBoautcs oOpaOOTKa IEPCOHAIbHBIX JaHHBIX B
MH(OPMAIMOHHBIX cUCTEMaxX 00paboTku nepcoHanbHbIX JaHHbIX (UCIIIH).
[lepeuens MUCII/IH onpenensercs Ha ocHOBaHMM OT4UeTa MO pe3yJsibTaram

BHYTPEHHEW IIPOBEPKHU.

3.2. IlepeueHb 00bEKTOB 3alIIUTHI

OObeKTaMu 3aIUTHI ABISIOTCS — nHpopManus, oopadateiBaemas B MCIIT/IH,
U TEXHUYECKHE CpelcTBa ee 00paboTKM M 3amuThl. llepedeHb mMepcoHaATbHBIX
JaHHBIX, TOJUIeKAIINE 3aluTe, onpenaeneH B llepeduHe mepcOHANBHBIX TaHHBIX,
nojexamux 3ammure B UCII/I.

OOBEKTHI 3aIIUTHI BKIIOYAIOT:

1) O6pabaTeiBacMast HHGOPMAIIHSI.

2) Texuonoruueckas HHGOpPMAIIU.

3) [IporpaMMHO-TEXHUYECKHE CPEACTBA OOPAOOTKH.

4) Cpencrsa 3amutsl [1]/1H.

5) Kanasl nH)OPMAIIMOHHOTO OOMEHA U TEJICKOMMYHHKAIIHH.

6) OOBEKTHI U TIOMEIIEHUS, B KOTOPBIX pa3menieHbl kKomrmoHeHTsl CTT/IH.

4. Kaaccudpuxanus noan3osaresaeid UCII/In


Приложение%208%20Отчет%20о%20результатах%20проведения%20внутренней%20проверки.doc
Приложение%208%20Отчет%20о%20результатах%20проведения%20внутренней%20проверки.doc
Приложение%206%20Перечень%20персональных%20данных,%20подлежащих%20защите.doc
Приложение%206%20Перечень%20персональных%20данных,%20подлежащих%20защите.doc

[Tonp3oBarenem NCIIIu ABJIAETCA JIMLIO, Y4acCTBYIOLLEE B
GYyHKIMOHUPOBAHUM WHOOPMAITMOHHONW CHUCTEMBI TEPCOHANBHBIX JTaHHBIX WA
UCIIONIb3YIoIIee pe3ysbTarthl ee (pyHkiumonupoBanus. llons3oBatenem WCIIn
sBisieTcss Mool cotpyanuk Opranmzanmu, umerommii noctyn k UCII/Iu u ee
pecypcaM B COOTBETCTBHM C YCTAHOBJICHHBIM IMOPSJIKOM, B COOTBETCTBHUHU C €O
(GyHKIHOHATBHBIMUA O0SI3aHHOCTSIMU.

[TonbzoBatenu MCII/H aendrcs Ha TpU OCHOBHbBIE KATETOPHH

1) Anmunuctparop WCIT[In. CorpyaHuku Opranuzanum, KOTOpbIE
3aHUMAIOTCSI  HACTPOMKOW, BHEAPEHUEM M  COIMPOBOXKJICHUEM  CHUCTEMBI.
Anmvmunuctpatop UCII/IH o6nagaeT cieayromnmuM ypoBHEM JOCTYyIIA:

- o0namaer mosHOM WH(OpManued O CHCTEMHOM U MPUKIATHOM
nporpammHom odecnieueHuu UCIIx;

- o0namaer moNHOW uWHMOpPMAIMEd O TEXHUYECKUX CpEJCTBAX M
koHpurypanmu UCIIH;

- UMEET JOCTyH KO BCEM TEXHHYECKHM CpelICTBaM 00paboTKH
nHpopmanuu u gaaasiM UCTTH;

- oOyamaer mpaBaMu KOH(PUTYPUPOBAHUS M aJAMUHUCTPATUBHOMN

HacTpoiiku Texunueckux cpeacts UCII/Ix.

2) Anmunuctpatop 6e3omacHoctu UCIT/IH.

- obnamaer npaBamu Anmunuctparopa UCITIH.
- obnamaer nonHou nHdopmarmeit 06 UCIIH.
- UMeeT JOCTYIl K CpeacTBaM  3amuThl  UHOpMALUM U

MPOTOKOJUPOBAHUA U K YACTH KIIF0UEBbIX eMeHToB UCII/IH.

- HE WMeeT TMpaB J0CTyna K KOH(PUTYPHUPOBAHUIO TEXHUYECKUX

CPEJICTB CETHU 33 UCKJIIIOYEHUEM KOHTPOIbHBIX (MHCIIEKIIMOHHBIX).

3) Onepatop (monp3oBarens) MWMCII[Jn. CoTpyaHukd —moapasaeicHHi
Opranuzanuu ydactBytomux B mnpouecce skcmtyatauuu HCITH. Omnepatop
NCIIdu obnaaet crieayomyuM YpOBHEM JI0CTYyA!

a) o0nmamaeT BCEeMH HEOOXOIWMBIMU  aTpuOyTamu (Hampumep,

napoJjieM), 00ecreqnBaroIMMU JOCTYIT K HEKOTOpOMY NoAMHOXecTBY [1]1H;



0) pacnionaraeT KOH(pHUIEHIIMATbHBIMU JaHHBIMU, K KOTOPHIM HUMEET

JOCTYIL.

Kareropun mnosnp3oBaTeneil MOJDKHBI OBbITh ONpEAENEHBbl IS KaKIOW
NCITH.

Bce BbIABIEHHBIE TpyNnbl MOJb30BaTellied oTpaxarorcs B Otuere 1O
pe3ynbpTaTam BHyTpeHHEHN npoBepku. Ha ocHoBaHnn OT4deTa onpenesstoTcs npasa
nocryna k anemerntam MCIIJIH nms Bcex rpymn MOJjgb30BaTENEd U OTPAKAIOTCS B
Marpunie poctyna B IlosokeHMHM O pasrpaHUYeHUM MpaB  JocTyla K
00pabaTbIBAEMbIM MTEPCOHAIIBHBIM JTAHHBIM.

5. OCHOBHbBIE IPUHUMIIBI MOCTPOEHHUSI CHCTEMbI KOMILJIEKCHOM 3allIUTHI
uHopMauuu
[Toctpoenue cucrembl obOecneuenus Oe3zomacHoctu [I/ln WCIIdn

Opranuzaiuu u ee QyHKIMOHUPOBAHUE JOJKHBI OCYIIECTBIISITHCS B COOTBETCTBUU
CO CJIEAYIOIIUMHU OCHOBHBIMHU NPUHIATIAMU

- 3aKOHHOCTBb;

- CUCTEMHOCTb;

- KOMIUJIEKCHOCTb;

- HENPEPBIBHOCTH;

- CBOEBPEMEHHOCTH;

- IPEEMCTBEHHOCTh Y HEMIPEPBIBHOCTH COBEPIIIEHCTBOBAHMUS;

- IEPCOHAJIbHASL OTBETCTBEHHOCTD;

- MUHUMM3ALUS TOJTHOMOYHI;

- B3aUMOJICMCTBUE U COTPYAHUYECTBO;

- THOKOCTh CHCTEMBI 3allUTHI,

- OTKPBITOCTh AJITOPUTMOB U MEXAHWU3MOB 3aILUTHI;

- IPOCTOTA MPUMEHEHUS CPEJICTB 3AIIUTHI;

- Hay4YHasi 000CHOBaHHOCTh U TEXHUYECKAs Pean3yeMOCTh;

- crenuanu3anus u npohecCuoHAIN3M;

- 00513aTEIBHOCTh KOHTPOJIS.
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5.1. 3axkoHHOCTH

[Ipeamnonaraer OCyIIECTBICHUE 3alIUTHBIX MEPONPUITHI U pa3paboTKy
C3I[1[dx OpraHu3anuu B COOTBETCTBUU C JCHCTBYIOIIMM 3aKOHOAATEIbCTBOM B
obnactu 3amuthl IIJIH W JpyruX HOPMATUBHBIX AaKTOB IO 0E€30MacHOCTH
uHbOpMaIK, YTBEPKICHHBIX OpraHaMi rOCYJapCTBEHHOM BIIACTH M YIPaBIICHUS
B IIpe/iesIax UX KOMIIETCHIIHH.

[Tonb3oBatenu u obcmyxuBaromumii nepconan [IJJn UCITJn Opranuzanuu
JIOJKHBI OBITH OCBEJOMJICHBI O TOPAIKE PadOTHI C 3aluIaeMoi HHpopMaIueil u

00 OTBETCTBEHHOCTH 3a 3amuThl [1/]H.

5.2. CHCTeMHOCTDH

Cucremubiii noaxoxa K nocrpoeHuto C3II[In Opranuzanuu npearnonaraet
y4€T BCEX B3aMMOCBS3aHHBIX, B3aUMOJACHCTBYIOIIMX W U3MEHSIOLUIUXCSI BO
BPEMEHHM DJIEMEHTOB, YCIOBUH U (PAKTOPOB, CYIIECTBEHHO 3HAYUMBIX MJIs
MOHMMAHUSI U pelieHus: npoosiembl obecnedeHuss Oe3zonacHoctu [1JIn MCII/In
Opranuszanum.

[Tpu co3maHuMM CHCTEMBI 3alllUThl JOJDKHBI YUMTHIBATHCS BCE cCialble U
HauOoJiee ys3BUMbIE MecTa cucteMmbl o0Opabotku II/[H, a Takxke Xapakrep,
BO3MOXKHbIE OOBEKThI M HAIIPABJICHUS aTaK Ha CUCTEMY CO CTOPOHBI HapyLIUTENeH
(ocoOeHHO BBICOKOKBaJIN(DULIMPOBAHHBIX 3JI0yMBILUICHHUKOB), MyTH
NpOHUKHOBeHUs1 B pacnpeneneHHbie cuctembl 1 HCJl x unpopmarmu. Cucrema
3aIATHl JOJDKHA CTPOUTHCS C YYETOM HE TOJBKO BCEX M3BECTHBIX KaHAJIOB
nponukHoBeHuss 1 HCJ k uHpopManuu, HO ¥ ¢ y4€TOM BO3MOKHOCTH TOSIBJICHUS

MPUHITUITHATHHO HOBBIX MTyTEH peanu3aiuu yrpo3 0€301MacHOCTH.

5.3. KoMILIeKCHOCTH

KommnekcHoe Hcnoab30BaHUE MCTOAOB U CPCACTB 3alIUThI IIPCAIIOIaracTt
COIrJ1aCOBAaHHOC IIPUMCHCHHUEC PA3HOPOAHLIX CPEACTB IIPU MOCTPOCHUHU L[CJ'IOCTHOﬁ
CHUCTCMbI 3allluThI, neperHBa}omeﬁ BCC CYIICCTBCHHBIC (BHEU—II/IMBIG) KaHaJIbl
peain3anun yrpo3 M HC conepmameﬁ c1a0BIX MECT Ha CTBIKax OTACIBHBIX €€

KOMIIOHCHTOB.



3amura J0HKHA CTPOUTHCS SLIETOHUPOBAHO. sl KaXKI0ro KaHajla yTeuKu
uHbOpMaAllMU U U1 KaXJIO0W Yrpo3bl O€30MacHOCTH JOJKHO CYIIECTBOBATh
HECKOJIbKO 3aIUTHBIX pyOexei. Co3/laHne 3alUTHBIX pyOekel OCyIIEeCTBISETCS C
Y4€TOM TOTO, YTOOBI JJIi UX MPEOJIOJICHUSI MOTCHUIUAIBLHOMY 3J0YMBIIUICHHUKY
TpeboBaIMCh TNPOGEeCcCHOHANbHBIE HAaBBIKM B HECKOJIBKHX HEB3aMMOCBS3aHHBIX
00JacTsX.

Buemnss 3amura opKHA oOecreduBaThCcsl (PU3MUECKMMH CPECTBAMU,
OpraHU3allMOHHBIMU M MPaBOBBIMU Mepamu. OHUM U3 HamboJiee YKPEIUICHHbIX
pyOexeil mpu3BaHbl OBITH Cpe/ICTBA KpUNITOrpaduueCcKoi 3alluThl, peaTu30BaHHBIC
c wucnoib3oBanueMm TexHosornn VPN. IlpukiagHoil ypoBEeHb  3allIMTHI,
YUUTHIBAIOIIMI OCOOCHHOCTH MPEAMETHON 00JIacTH, MPEACTABISAECT BHYTPEHHUIM

pyOEK 3aIUTHI.

5.4. HenpepbiBHOCTb 3amuThl I1/In

3ammra [I/lH — He pa30BOe MEPONPHUIATHE W HE MPOCTasi COBOKYIHOCTH
MPOBEJCHHBIX MEPOIPUATHN U YCTAHOBJIEHHBIX CPEJICTB 3alllUTHI, & HEMIPEPHIBHBIN
LEJICHAIIPABIICHHBIA TPOLECC, MPEANOJAralouii MPUHATHE COOTBETCTBYIOIINX
Mep Ha BceX aTanax >ku3zHeHHoro nukiaa MCITJIH.

NCITIH 1om&HBI HAXOAUTHCS B 3ALIUIICHHOM COCTOSIHUM Ha MPOTSHKEHUU
BCET0 BpeMEHU X (PYHKIIMOHUPOBaHUSA. B COOTBETCTBHMU C ATUM MPHUHIIUIIOM
JOJDKHBl MPUHUMAThCS Mepbl 1o  HemonymieHuto nepexoga HWMCII[a B
HE3aIUIIECHHOE COCTOSHUE.

BonbmmHCTBY (u3MYecKMX W TEXHUYECKUX CPEJCTB 3allUTHI IS
3G ()EKTUBHOTO  BBIMIOJHEHUS CBOMX (YHKIHK HEoOXoAWMa  IOCTOSTHHAs
TEXHUYECKas 151 OpraHu3alOHHAas (aaMuHUCTpaTUBHAS ) MOJJEPKKA
(cBoeBpeMeHHasi CMEHA M OO0ECIICUCHHE MPABUIHBHOTO XPAHEHUS] W MPUMEHCHUS
MMEH, MapoJied, KIoYel Mmu(ppoBaHUs, NEpeorpeiesieHne MOJTHOMOYUN U T.IL.).
[lepeppiBBI B paboTe CpeAcTB 3allUThl MOTYT OBITh  HCHIOJB30BAaHbBI
3JIOYMBILIIJICHHUKAMU IS aHAJIN3a NPUMEHSEMBIX METOJOB M CPEJICTB 3aILMTHI,

JUIS BHEAPEHUS CIIEUMUAIIBHBIX IPOIPAMMHBIX W allapaTHBIX "'3aKJIal0K" U JIPyTrux



CpeacTB IMpCOaA0JICHUA CHCTCMBI 3alIUThI IIOCJIC BOCCTAHOBJICHUA €C

(GYHKITMOHUPOBAHHS.

5.5. CBoeBpeMeHHOCTh

[Ipeanonaraer ynpexaaronuil xapaktep mMep oOecredeHus: 0e30MacHOCTU
[1/1H, TO ecTh MOCTAaHOBKY 3aj1a4 1o komiuiekcHou 3amurte UCIIJIH u peanuzanuio
mep obecrieuenus 6e3omacHocTu [1/1H Ha pannux craausx paspadborku WUCII/IxH B
1[EJIOM U €€ CUCTEMBI 3alIUThl UH()OpMAIH, B YACTHOCTH.

Pa3paboTka cucTembl 3alUThl JOHKHA BECTUCH TAPATUIETHHO ¢ pa3paboTKON
U Pa3BUTHEM CAMOW 3alllMIIaeMON CHUCTEMBbI. DTO MO3BOJHUT y4ecTb TPEOOBaHUS
0e30MacHOCTH MIPHU MPOSKTUPOBAHUHN APXUTEKTYPHI M, B KOHEUHOM CU€Te, CO3/1aTh
oosee SddexkTuBHBIC (KaK MO 3arpaTaM pecypcoB, TaK M IO CTOMKOCTH)

3aIlIUIIICHHBIC CUCTCMBI.

5.6. HpeeMCTBeHHOCTL H COBCPIICHCTBOBAHUE

[IpennosiaratoT MOCTOSTHHOE COBEPIICHCTBOBAHHE MEP U CPEJACTB 3AIIMUTHI
MH(pOpMaIIMM HAa OCHOBE MPEEMCTBEHHOCTH OPTaHU3AIMOHHBIX W TEXHUYECKUX
pelieHuii, KaapoBoro cocrtaBa, aHanu3a ¢yakuuonupoanus WCIIIn u ee
CHUCTEMBI 3allMTHl C YYE€TOM H3MEHEHHM B METOJIaX M CPEICTBax IEepexBaTa
uHdopMaIuu, HOPMATUBHBIX  TpeOOBaHWUW MO  3alIUTe, JIOCTUTHYTOTO

OTEYECTBEHHOT'O M 3apyO0EKHOTO OIbITa B 3TOM 00JIaCTH.

5.7. TlepcoHajibHAs OTBETCTBEHHOCTD

[Ipenmonaraer  BO3JOXKEHHWE  OTBETCTBEHHOCTH  3a  OOecleyeHue
o6eszonacHoctu [I/IlH w cuctembl ux 0OpabOTKM Ha KaXJOTO COTPYJHUKA B
npeaenax ero MoJHOMOYHN. B COOTBETCTBUU € 3THM NMPUHIIUIIOM PacTpe/IeICHUS
npaB ¥ O0S3aHHOCTEH COTPYAHHKOB CTPOUTCS TaKMM 00pa3oM, 4yTOOBI B Cirydac
J1000TO HApYIICHHWsT KPYr BUHOBHUKOB OBLT YETKO WM3BECTCH WM CBEIEH K

MHUHUMYMY.



5.8. TIpuHOMI MUHUMU3ANMA MOJTHOMOYUMH

O3HavaeT MpeaoCTaBICHUE MOJIb30BATEISIM MUHUMAJIBHBIX MpaB JIO0CTYIA B
COOTBETCTBHH C TIPOU3BOJICTBEHHON HEOOXOJUMOCTBIO, HA OCHOBE MPUHIIUIIA «BCE,
YTO HE Pa3peIICHO, 3aAMPEIIEHO.

Hoctyn x IIJIH nomkeH mpeaocTaBiIsAThCS TOJBKO B TOM cliydae U 00beMe,
€CIM ATO HEOOXOJUMO COTPYIHHMKY JUIsl BBIIOJTHEHUS €r0 JOJKHOCTHBIX

00513aHHOCTEN.

5.9. B3aumojeiicTBHE U COTPYIHUYECTBO

[Ipeanonaraer co3gaHue OnaronpusTHOM arMochepbl B KOJUIEKTUBAX
noApazaeneHuii, odoecneunBaronmx aestenbHocTs MCIIJIH  Opranuzanum, s
CHIDKCHHUSI BEPOSATHOCTH BO3HUKHOBEHHMS HETATUBHBIX JCUCTBUM CBS3AHHBIX C
YeJIOBEUYECKUM (PaKTOPOM.

B Ttakoii o00cTaHOBKE COTPYAHUKH JIOJDKHBI OCO3HAHHO COOJIIO/IAThH
YCTAHOBJICHHbIC TIpaBWJIa U  OKa3bIlBaThb  COJCUCTBUE B  JCATEIBHOCTH

NO/Ipa3/ieIeHUN TEXHUYECKOW 3allUThl HHPOPMALIMH.

5.10. I'mOokocTh cuctembl 3amuThl I1/1H

[IpunsiThie Mepbl W YCTAaHOBJICHHBIC CPEACTBA 3alllUThl, OCOOCHHO B
HaYaJIbHBIN MMEPUO MX IKCIUTyaTaIlliH, MOTYT 00CCIICUMBATh KaK YPE3MEPHBIN, TaK
U HEJAOCTAaTOYHBIA ypOBEeHb 3ammThl. Jlg obOecriedeHUs: BO3MOXKHOCTU
BapbUPOBAHUS YPOBHEM 3alIUIIIEHHOCTH, CPEACTBA 3alUTHI JIOJDKHBI 00J1a7aTh
OnpeiesIeHHOM TUOKOCThI0. OCOOCHHO Ba)KHBIM 3TO CBOMCTBO SIBJISIETCS B TEX
ClIy4asiX, KOTJIa YCTaHOBKY CpPEJICTB 3alllUThl HEOOXOJUMO OCYIIECTBISATH Ha
paboTaroliyro  cucTeMy, HE  Hapylmas T[polecca €€  HOPMaJIbHOTO

(GyHKIHOHUPOBAHMUS.

5.11. OTKPBITOCTH AITOPUTMOB U MEXAHU3MOB 3AIHUTHI

CyTb NpUHIMIIA OTKPHITOCTH AITOPUTMOB U MEXAHU3MOB 3aIIUTHI COCTOUT B
TOM, 4YTO 3alllUTa HE JO0JDKHA O0OECleurMBaThCsl TOJIBKO 3a CYET CEKPETHOCTU
CTPYKTYPHOUM OpraHW3allid W aIropuTMOB (YHKIIMOHUPOBAHUS €€ TIOJICHCTEM.

3HaHue aJITOPUTMOB pa60TI>I CHUCTCMBI 3alllMThI HC AOJIZKHO AaBaTb BO3MOXKHOCTH



ee mpeonosieHus (gaxke aBropam). OAHAKO, 3TO HE O3HAYaeT, YTO MH(POPMALUS O

KOHKPETHOM CUCTEME 3alIUThI JOJKHA OBITH OOILETOCTYITHA.

5.12. IlpocToTa NpUMEHEHHUS CPEACTB 3aAUIUThI

MexaHu3Mbl 3alIUTHl JTOKHBI ObITh MHTYUTHUBHO TOHSTHBI M MPOCTHI B
UCIONIb30BaHuU. [IpuMeHeHrne CpeicTB 3alMThl HE JODKHO OBITh CBSI3aHO CO
3HAHUEM CHEIUANbHBIX S3BIKOB WA C BBINOJHEHUEM JEUCTBUI, TpeOyIOmUX
3HAUUTEIBHBIX  JIOTIOJHUTENbHBIX  TpyAo3aTpaT IMpu  OObIYHOM  paboTe
3apETUCTPUPOBAHHBIX YCTAHOBJICHHBIM TMOPSJIKOM TOJIb30BaTeNEeld, a TakKe He
JIOJDKHO TPeOOBATh OT TMOJIb30BATEINS BBHIIOJHEHHS] PYTUHHBIX MAJIOTIOHSATHBIX €MY
orepanuii (BBOJ HECKOIBKUX MapoJIei U UMEH U T.1.).

JloibkHa JOCTUTaThCs aBTOMATH3allMsl MaKCHUMaJIbHOTO YHCIAa JeHCTBUI

noyib3oBateneit u aamuuuctparopos UCIIIH.

5.13. HayuyHasi 000CHOBAHHOCTb H TeXHHYECKAsl peajin3yeMoCTh

NudopmanmoHHble TEXHOJOTHMH, TEXHUYECKHUE W MPOrPaMMHBIE CPEICTBA,
CpelCcTBa M MEpbl 3allUThl HH(POPMALMHU JIOJDKHBI OBITh pEaTnu30BaHbl Ha
COBPEMEHHOM YPOBHE Pa3BUTHUSI HAYKU U TEXHUKH, HAYYHO OOOCHOBAHBI C TOUKH
3peHUs JTOCTHXKEHHS 3aJJaHHOTO YpOBHsI 0€30MacHOCTH MH(POpPMalUU U JOJHKHBI
COOTBETCTBOBATH YCTAaHOBJIEHHbIM HOpPMaM M TpeOOBAaHUAM IO OE€30MaCHOCTH
IT/1H.

C3IIdx noykHa ObITh OPUEHTHPOBAHA HA PELICHUS, BO3MOXKHBIE PUCKH IS
KOTOPBIX M MEpbl NPOTUBOAECUCTBUS ITHUM pPHUCKaM IPOLUIM BCECTOPOHHIOIO

TEOPETUYECKYIO U MPAKTUYECKYIO TPOBEPKY.

5.14. Cnenuanuszanus u npogecCHuOHAIUIM

[Ipennonaraer mnpuBlieUeHHE K pa3pabOTKe CPEACTB W pean3aluu Mep
3alUThl  WH(OpMAIMU  CHCNHAIU3UPOBAHHBIX  OpraHU3alMii,  HamboJee
MOATOTOBJICHHBIX K KOHKPETHOMY BHJY JI€SITEIHHOCTH IO OOECIEeUECHUIO
6e3onacHoctu [1/]H, IMEIONUX OMBIT MPAKTUYECKONW PabOTHI M TOCYJAPCTBEHHYIO
JUIEH3UI0 Ha TPaBO OKa3aHWs yCIyr B O3TOM oOmactu. Peanmsanus

AIMHUHUCTPATUBHBIX MCp u 9KCILTyaTalus CpEacTB 3alIUThI JOJIDKHa



OCYHICCTBIIATBCA HpO(l)eCCI/IOHaJ'IBHO IOoATrOTOBJICHHBIMHA cruenuaincCraMu

Opranuzanumu.

5.15. O06s13aTEJILHOCTH KOHTPOJIA

[Tpenmonaraer 0053aTE€ABHOCTh U CBOEBPEMEHHOCTb  BBIBJICHUS U
IpEeceYeHHs] TOMBITOK HAPYIICHWs YCTAaHOBICHHBIX TMpaBUi oOecreueHus
oe3zonacHoctu [IJ[H Ha OCHOBE HCHOJB3YEMBIX CHCTEM M CPEACTB 3ALIUTHI
uHpOpMallMl TPU COBEPIICHCTBOBAHUU KPUTEPUEB U METOJOB  OLICHKHU
3¢ (HEKTUBHOCTH 3TUX CUCTEM U CPECTB.

KoHTponb 3a nedTenbHOCThIO JIIO0Or0 MOJIb30BaTelNsl, KaXKIOrO CPEICTBa
3alUThl 1 B OTHOIIECHUU JIIOOOTO OOBEKTA 3alIUTHl JIOJKEH OCYIIECTBIISITHCS Ha
OCHOBE NMPUMEHEHHUS CPEJCTB ONEPATUBHOTO KOHTPOJS U PETUCTPAILMU U JOJHKEH
OXBAaThIBaTh KaK HECAHKIMOHMPOBAHHBIC, TAK U CAHKIWOHUPOBAHHBIC JEUCTBUSA
ITOJIb30BATEIICH.

6. Mepbl, MeTObI U CPeCTBA 00ecnieueHus1 TpedyeMoro ypoBHs
3alUIIEHHOCTH
ObecrieueHne TpeOyeMOro YpOBHsI 3aIUIIEHHOCTH JOJKHBI JJOCTUTATHCS C

UCIIOJIb30BaHUEM MEpP, METOJIOB U cpeacTB Oe3onacHocTU. Bee mephl obecnieuenus
oezonacnoctu MCIIJIH noapasnenstorcs Ha:

- 3aKOHOaTeNIbHbIE (TIPABOBbHIC);

- MOPAJIbHO-3TUYECKUE;

- OpraHu3alMOHHbIE (aIMUHUCTPATUBHBIC);

- (U3HUECKHE;

- TEXHUYECKHE (anmnapaTHbie U MPOrpaMMHEIE).

[lepedyenb BbIOpaHHBIX Mep oOecreyeHusi Oe30MacHOCTH OTpaXaeTcs B

[Tnane MeponpusTHii IO 0OECTICYCHHTO 3aIUThHI TIEPCOHATBHBIX TAHHBIX.

6.1. 3akoHomaTenbHbIe (IPaBOBbIE) MEPHI 3AIIUTHI

K nmpaBoBbIM MepaM 3alIuThl OTHOCATCS JECHCTBYIOIIHE B CTPAHE 3aKOHHBI,
yKa3bl 1 HOPMATUBHBIE aKThl, perilaMeHTUpYIoue npasuia oopamenus ¢ [1/1H,
3aKpeIUISIONINE MpaBa U 00s13aHHOCTH YYaCTHUKOB MH()OPMALIMOHHBIX OTHOILIEHUHN

B IIpomecce €€ 06pa6OTKI/I N HCIIOJBb30BaHHsA, a TaKXC YCTaHAaBJIMBAIOIIHUC
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OTBETCTBEHHOCTh 3a HAPYIICHUS JTUX MpaBWI, MPENITCTBYS TEM CaMbIM
HEMPABOMEPHOMY HCMOJb30BaHu0 [IJIH u sBisomMecs CcAep KUBAOIIUM
(bakTOpOM JIJ1s1 TOTEHIIMAJIBHBIX HAPYIIUTEIEH.

[IpaBoBbie  Mepbl  3alIUTBl HOCAT B  OCHOBHOM  YIPEXIAIOIIHMA,
npoHIIaKTUYECKUIN XapaKTep U TPeOyIOT MOCTOSHHON Pa3bsiCHUTEIBLHON pabOTHI C

IIOJB30BaTCIIsIMU U O6CJ'IY)KI/IB8,I-OHII/IM IICPCOHAIIOM CUCTCMBI.

6.2. MOpaJILHO-C)TI/I‘Ie(:KI/Ie MEPbI 3alUTHI

K MOpanpHO-3TMYECKHMM MEpaM OTHOCSATCS HOPMBI ITOBEIEHHUs, KOTOPBIE
TPaJAMLIMOHHO CIIOKWINCH WM CKJIAABIBAIOTCS IO Mepe pacnpocTpaHeHus OBM B
CTpaHe€ WM OOWEecTBE. OTH HOPMBI OOJbIIEH YacTbl0 HE  SBIAIOTCS
00s3aTENbHBIMUA, KAaK 3aKOHOJATENbHO YTBEP)KJIECHHBIE HOPMATHBHBIE aKTHI,
OJIHAKO, MX HECOOIIOZICHHE BeIeT OOBIYHO K MNaJCHUIO aBTOPUTETA, IpPECThka
YeJIOBEKa, ITPYNIbl JUI WIH OpraHu3aluid. MopainbHO-3TUYECKHE HOPMBI ObIBAIOT
KaK HemucaHble (HanmpuMmep, OOIIenpru3HaHHbIe HOPMbl YECTHOCTH, TATPUOTU3MA U
T.I.), TaK U MHCaHBIE, TO €CThb O()OPMIICHHbIE B HEKOTOPBI CBOJ (YCTaB) MpaBUil
WJIY TIPEATIMCAHNMN.

MopanbHO-3THUYECKHE MEpbl 3allUThl SIBIAIOTCS NPOPUIAKTUUECKUMU U
TpeOyIOT MOCTOSIHHOM pa0OThI MO CO3JaHHUIO 30POBOTO MOPAJIBHOIO KJIMMAara B
KOJUIEKTHBAX IMOApa3aeiaeHnid. MOpaIbHO-ITHYECKHME MEPBI 3aIUTHl CHUXKAIOT
BEPOSITHOCTh BOZHMKHOBEHMS HETaTHUBHBIX JECHCTBUM CBS3AHHBIX C YEJIOBEUECKUM

(bakTopoM.

6.3. OpraHu3anuoHHbIe (AAMUHUCTPATUBHbIE) MePbI 3alIIUTHI

OpranuzanionHbie (aAMUHUCTPATUBHBIE) MEPhI 3allUTBl - 3TO MEPHI
OpraHU3allMOHHOTO XapakTepa, perylaMeHTHUPYIOIIHE IPOLIECCHI
dbyukiuonupoBanus MCII/IH, ucnons3oBanue pecypcoB UCII/IH, nesTenbHOCTh
00CITy’KMBAIOIIETO MEepPCOHaNa, a TaKKe MOPSA0K B3aUMOJCHCTBHS MOJIb30BaTENCH
¢ UCII[n Takum o00Opa3oM, 4TOObl B HauOOJbIIEH CTENEHU 3aTPYIHUTH WM
UCKIIIOUYUTHh BO3MOXKHOCTH pealM3aliy yrpo3 0€30MaCHOCTH WIM CHU3UTH pa3Mep

MOTCPb B ClIydac UX pCaJin3aliuu.



['naBHas 1elb aJIMUHUCTPATUBHBIX MEp, MPEANPUHUMAEMBIX Ha BBICIIEM
yIpaBiIeHYeCKOM ypoBHe — cdopmupoBath [lonutnky uHDOpMaMOHHON
oeszonmacHoctu IIJIH (oTpakamoImlyr0 MOAXOJAbI K 3almTe HWHPOpMaIuu) u
00eCIeunTh €€ BBIOJHCHHE, BBIJACISII HEOOXOIUMBIE PECYpChl U KOHTPOIUPYS
COCTOSIHUE JEN.

Peanmuzanus [loautuku uHdpopmarmonHoit 6e3omacHoctu [1JIln 8 UCIIOH
COCTOSIT U3 MEP aJIMUHUCTPATUBHOTO YPOBHS M OPraHU3aIllMOHHBIX (TIPOLIETYPHBIX)
Mep 3alIUThl UH)OpMAIUH.

K aaMuUHHUCTpaTMBHOMY YpOBHIO OTHOCSATCS pEIIEHUS PYKOBOJICTBA,
3arparuBaromue aestenbHocTs UCII/IH B memoM. OTu pemeHns 3aKperuisiioTes B
[Tonutuke mHboOpMaImoHHON Oe3zomacHOCTH. [IpumepoM Takux penieHud MOTyT
OBITh:

- IPUHSATHE peuIeHUusT 0 (POPMUPOBAHUU WM TMEPECMOTPE KOMILICKCHOM
nporpamMmbl ooecnieuenus: 6ezonacHoctu [1JIH, onpeneneHue OTBETCTBEHHBIX 3a €€
peanu3aruio;

- hopMynHpOBaHUE I11€JI€H, MOCTAHOBKA 3aj]lay, OIMpe/esieHne HalpaBICHHMA
JesITeILHOCTH B 00acTu 0e3onacHocTH I1/1H;

- IPUHSITHE PEIICHUI M0 BOMPOCaM pean3aluy MporpaMMbl 0€3011aCHOCTH,
KOTOpPBIE paccMaTpUBAIOTCS HAa ypoBHE OpraHuzaiiu B LIEJIOM;

- obecrnieueHue HOPMATUBHOM (TIpaBOBOI) 0a3bl BOMPOCOB OE30MACHOCTU U
T.IL

[TonuTuka BEpXHETO YPOBHS JIOJDKHA YETKO OYEPTUTH chepy BIUSHUS U
OTpaHUYCHUsSI TIPU OmpejeieHuu 1eneit 6ezonacHoctu I1/{H, onpeaenuTs KakuMu
pecypcamu (MaTepualibHbIC, TIEPCOHAT) OHU OYyIyT JOCTHUTHYTBI W HaWTH
pa3yMHBI  KOMIPOMHUCC MEXIYy NpPUEMJIEMbIM YpOBHEM O€30MaCHOCTH W

dbynakuuonansHOoCTHI0O UCTT/IH.

Ha opranu3aiilmioHHOM YpOBHE ONPEACNSAIOTCA MNPOUEAYpbl W IpaBuia
JOCTYDKEHUSI 1IeNield u pereHus 3aaa4 [lomutuku napopManmoHHoM 6€30macHOCTH

[T1/I1. DT npaBUiia ONPEACIISIOT!
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- KaKkoBa 00J1acTh MPUMEHEHHUS MOMUTHKY Oe3onacHocTH [1/]H;

- KAKOBBI POJIM U OOSA3aHHOCTU JIOJDKHOCTHBIX JIMI, OTBEYAIOIIHE 3a
npoBeleHue MoauTHKU Oe3zomacHoctd [I/lH, a Tak e WUX YCTaHOBUTH
OTBETCTBEHHOCTH;

- KTO UMeeT npasa gocryna k [1/1H;

- KaKUMHU MEpaMH U cpecTBaMu obecrieunBaercs 3ammra [1J1H;

- KAKHMH MEpaMH M CpeICTBaMu  OOECIeUYMBACTCd KOHTPOJb 32

C06J'IIOI[€HI/I€M BBCACHHOI'O pCKUMaA 0e30I1acHOCTH.

OpraHu3aliMOHHBIE MEPBI JTOJKHBI:

- TIpeyCMaTpUBATh periaaMeHT HH(pOPMAITMOHHBIX OTHOILICHUU,
HCKJIIOYAIOINX BO3MOXKHOCTh HECAHKIMOHUPOBAHHBIX JCHCTBUHA B OTHOIIEHUH
0OBEKTOB 3aIUTEL;

- ONIPENCNIATh KOAJIUIMOHHBIE M HEPAPXUUYECKUE TPUHIUIBI U METOJbI
pasrpanunueHus gocrtyna K I1/1H;

- OTIPENENIATh TOPSIOK  PaboOTBl €  MPOrpaMMHO-MAaTEMAaTHYCCKUMH U
TEXHUUYECKUMHU (ammapaTHbIE) CPeJCTBAMU 3alUTHl U KPUIMTO3AIIUTHI U APYrUX
3alUTHBIX MEXaHU3MOB;

- opra"nu3oBath Mepbl npoTuBojaeiicTBus HC/I monbp3oBaTenssMu Ha 3Tarax
ayTeHTU(UKALIMKY, aBTOpU3ALUU, UJSHTU(PUKAIMU, 00ECIeUUBAIOIIUX TapaHTUU

peanu3aiuy IpaB ¥ OTBETCTBEHHOCTH CYObEKTOB MH(GOPMAIIMOHHBIX OTHOIIICHUH.

B opranuzanmoHHble MEPBI TOKHBI COCTOATH U3

- pernamenTa noctyna B nomemenns UCIH;

- IpaBWJI JOCTyNa COTPYJHHMKOB K WUCHOJIb30BaHu0 pecypcoB MCIIIn
Opranuzanuu;

- periiaMeHTa MpOLECCOB BeIAeHHs 0a3 JaHHBIX W OCYIIECTBJICHUS
MOAU(PUKALIMA HHPOPMALTUOHHBIX PECYPCOB;

- perjlaMeHTa IMpoLeccOoB OOCTY>KMBAaHUSA M OCYLIECTBIIEHUS MOIU(PUKALNN

amnmapaTHbeIX U mporpaMMHbIX pecypcoB MCITH;



- uHcTpykumii  nonw3oBareneit  MCII[In  (agmunuctparopa HMCII/H,
aJIMHHHCTpaTopa Oe3omacHocTH, oneparopa UCII/In);

- HHCTPYKIHA ITIOJIB30BATCILA IIPU BOBHUKHOBCHUHN BHCIITATHBIX CHTyaHHﬁ.

6.4. dusnyeckue Mepbl 3alIIUTHI

@u3nyecKkre Mepbl 3allUThl OCHOBAaHbl HAa NPUMEHEHHH PA3HOTO pojia
MEXAHUYECKUX, JJIEKTPO- WA  DJICKTPOHHO-MEXAHUYECKUX YCTPOMCTB H
COOPY)KEHUW, CHEIUaIbHO TPEAHA3HAYCHHBIX IS CO3JaHusA  (DU3UICCKUX
MPENATCTBUM HAa BO3MOXHBIX MYTAX IMPOHUKHOBEHUS U JOCTYNA MOTCHIUAIBHBIX
HapyIIMTENeH K KOMIOHEHTAaM CHCTEMbI M 3aluiaeMol WH(poOpMamuu, a Takke
TEXHUUYECKUX CPEJICTB BU3YaJbHOrO HAOJIOJCHUS, CBA3W W  OXPaHHOU
CUTHAJIM3AlIMH.

dusnyeckass 3amuTa 3JaHUN, TMOMENICHUH, OOBEKTOB U  CPEACTB
nH(popMaTH3auK JIOJKHA OCYIIECTBIATHCS IIyTEM YCTaHOBJICHUS
COOTBETCTBYIOIIUX ITOCTOB OXPaHbl, C MOMOIIBIO TEXHUYECKUX CPEJICTB OXPAHBI
WU JIIOOBIMU JIPYTUMHU CHOCOOaMHM, MPEAOTBpAIIAlOIUMU WU CYIIECTBEHHO
3aTPYAHSIONMMH TIPOHUKHOBEHUE B 3JIaHUE, TMOMEIICHUS ITOCTOPOHHUX JIHII,
XUIIeHne WH(OOPMAIIMOHHBIX HOCHUTENEH, caMuX CpeAcTB uH(OpMaTU3aluy,
WCKJTIOYAIOIIMMHU HAXO0XKJICHUE BHYTPU KOHTPOJIUPYEMOU (OXpaHsSeMOii) 30HbI

TCXHHUYCCKUX CPCACTB Pa3BCIAKHU.

6.5. AnmapatHo-nporpamMHblie cpeacTBa 3amuThl I[1/{n

Texaudeckue (anmmapaTHO-IPOTPAMMHBIE) MEphI 3alllUTHI OCHOBAaHBI Ha
WCITOJIb30BAHUU PA3JIMYHBIX JIEKTPOHHBIX YCTPONCTB U CIEIUATIBHBIX MPOTPAMM,
Bxoasux B coctaB MCIIJIH 1 BBIMOJHSIONIUX (CAMOCTOSITEILHO UJIM B KOMIUIEKCE
C IPYTUMU cpeAcTBaMu) (PYHKIIMM 3amUThl (MACHTU(GUKAINIO U ayTeHTU(DUKAIINTO
MOJIb30BATENICH, pasrpaHUYCHUE IOCTYNa K pecypcaM, PEeruCTpaluio COOBITHH,

Kpunrorpaduueckoe 3aKpbiTie nHGOpMaluu u T.1.).
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C ydetoMm Bcex TpeOOBaHUI U MIPUHITUIIOB o0ecrieueHus: oezonacHocTu [1/1H
B MCII/IH mo BceM HapaBlICHHUSIM 3alIUThI B COCTAB CUCTEMBbI 3aLIUTHI JTOJKHBI
OBITh BKJIFOYEHBI CIIEAYIOIINE CPEICTBA:

- cpeactBa  uacHTHUGUKANWK  (OTMO3HABaHWA) W ayTeHTU(UKAIIU
(moaTBepKICHUS O NIMHHOCTH) nojib3oBaTeaeit MCII/H;

- CPEACTBA PA3rpaHUYEHUsl JOCTYIA 3apETHCTPUPOBAHHBIX I0JIb30BATEINEH
cuctemsl k pecypcam MCII/In Opranuzammuy,

- cpelcTBa OOeCleYeHUsT M KOHTPOJIS IIEJIOCTHOCTH MPOTPaMMHBIX H
MH(OPMAIMOHHBIX PECYPCOB;

- CpeICTBa  ONEPATUBHOTO  KOHTPOJA U PErucCTpalldd  COOBITHI
0e30I1aCHOCTH;

- KpunTorpapuyeckue cpeactna 3amuTsl [1/1H.

YcnemHoe INPUMEHEHUE TEXHUYECKUX CPEACTB 3alllUThl HAa OCHOBAaHUU
OPUHIMIOB (pa3fien 5) MpeArnojaraet, 4To BBINOJIHEHUE MEPEYUCICHHBIX HUKE
TpeOOBaHMI 00ECEeYeHO OpraHMu3allMOHHBIMU (3IMUHUCTPATUBHBIMU) MEPAMH H
UCIIOJIb3yeMbIMH (PU3NYECKUMH CPEJICTBAMU 3AIUTHI:

- obecnieueHa uzuyeckas 1eI0CTHOCTh Bcex kKoMmnoneHT UCTIH;

- Kaxabld coTpyauuk (mons3oBarens UCIIJH) unu rpynmna mosib3oBaTenei
UMEeT YHUKAJIbHOE CHUCTEMHOE WMS W MHUHHUMAQJIbHO HEOOXOAMMBIC ISt
BBITIOJTHEHUS UM CBOUX (DYHKIIMOHAJIBHBIX O0SI3aHHOCTEH MOJHOMOYHS 110 JOCTYITY
K pecypcaM CUCTEMBI;

-8 UCII/H Opranuzamnuu  pa3paboTka U OTJIaJKa MPOrpamMm
ocymiectsisieTcd 3a npenenamu UCII/IH, Ha ucnibITaTeNbHBIX CTEHAAX;

- BC€ M3MEHEHHUS KOH(MUTYpalluh TEXHUYECKUX U TPOTPAMMHBIX CPEJICTB
NUCIIIH npou3BOASTCS CTPOrO YCTAHOBIIEHHBIM MOPSIKOM (PETUCTPUPYIOTCA WU
KOHTPOJIMPYIOTCSI) TOJBKO HA OCHOBAHUU  PACIOPSIKEHUM  PYKOBOACTBA
Opranuzanuu;

- CETEBOE o0opynoBaHue (KOHIIEHTPATOPHI, KOMMYTAaTOPHlI,
MapuIpyTH3aTopbl W T.I.) pacrojaraercsi B MECTax, HEJOCTYIHbIX A

MOCTOPOHHUX (CHENUaTbHBIX TOMEIICHUX, Kadax, u T.1.).



- CIEHUAINCTAMHU Opranuzanuu  OCYLIECTBIISIETCS  HENPEPBIBHOE
yIOpaBiIeHUE W aAAMHUHHCTpPATHBHAs TMOAJAEPKKAa (PYHKIIMOHUPOBAHUS CPEICTB

3allIUThBI.

7. Kontpoas 3¢pexTuBHoctu cucrembl 3amuThl UCIIIn Opranuzauuu
Kontpons sdpdextuBHoctn  C3II[IH AomkeH oOCyIIecTBIseTCS Ha

nepuoguyeckod  ocHoBe. Llempio  KOHTpOds  ADPEKTUBHOCTU  SIBISETCS
CBOEBPEMEHHOE  BBISABICHUE HEHauIe)kKamux pexuMoB padotel  C3II1H
(OTKIIIOUEHHE CPENCTB 3aINTHI, HapyIlICHUE PEKUMOB 3aIIUTHI,
HECAaHKIIMOHUPOBAHHOE M3MEHEHHWE peXHMa 3al|Thl W T.0I.), a TaK
MPOTHO3UPOBAHUE W TPEBEHTUBHOE pPEAarupoOBaHUE HA HOBBIE  YIPO3bI
oe3onacuoctu [1J1H.

KoHTpob MOXKET NpOBOAUTHCA KaK aJMUHUCTpAaTOpamMu Oe30MacHOCTH
HUCIIIln  (omepaTUBHBI  KOHTPOJb B  Mpolecce  HUHPOPMAIMOHHOTO
B3aumojericteuss B MCII[H), Tak ©W MpUBIEKaeMbIMH [Js 3TOM LEIU
KOMIETEHTHBIMUA  OpraHW3alMsMH, HWMEIOIMMH JIMIEH3UI0O Ha JTOT BHUJ
nestenpHocTH, a Takke PCTIK Poccum u ®Chb Poccum B 1mpenenax Hx
KOMIETEHIIUH.

KOHTpOIb MOKET OCYIIECTBIATHCS aIMUHUCTPATOPOM OE€30MACHOCTU KakK C
MOMOIIBI0 IITATHBIX CPEACTB cucTeMbl 3amuThl [I/[H, Tak U ¢ mTOMONIBIO
CIICIIMAJIbHBIX MTPOTPAMMHBIX CPEJICTB KOHTPOJIS.

Omnenka ¢ dextuBHOCTH Mep 3ammThl [1JIH mpoBOAUTCS ¢ UCTIOIB30BAHUEM
TEXHUYECKUX U MPOrPAMMHBIX CPEACTB KOHTPOJS Ha MPEAMET COOTBETCTBUS

YCTaHOBJICHHBIM TpC6OBaHI/I${M.

8. Cdepnl oTBeTcTBEeHHOCTH 32 Oe3omacHOCTh I1/IH

OTBETCTBEHHBIM 3a Pa3padOTKy Mep M KOHTPOJb Haja obOecredeHueM
0€30MacHOCTH TEPCOHANIBHBIX JaHHBIX SIBISETCS PyKOBOAUTENb OpraHu3aluu.
PykoBoauTenb MOXET MeNerupoBaTh YacTh TOJHOMOYUN 10 OOECIICUCHHIO

0e301acHOCTH MNEPCOHAIBbHBIX JaAHHBIX.



Chepa  OTBETCTBEHHOCTHM  PYKOBOJUTENS  BKIIOYACT  CJEIYIOIIME
HarpaBjeHus obecrieueHus 6ezonacHoctu [1J[H:

- [InanupoBanue u peanuzaius Mep no odecneueHuto oe3omnacuoctu [1/1H;

- Ananu3z yrpo3 6e3onacuoctu [1]1H;

- Pa3paboTky, BHeApeHHE, KOHTPOJIb HCIOJHEHHS U TMOJJIepKAHUE B
aKTyaJJbHOM COCTOSIHMM TOJINTHK, PYKOBOACTB, KOHILENUUK, MPOLEAYD,
pEryIaMeHTOB, HWHCTPYKLUMI U JAPYrUX OpPraHU3alMOHHBIX JIOKYMEHTOB TIO
oOecrieueHunto 0e30MacCHOCTH;

- Kontpons 3amumennoctu UT undpactpykrypsl Komnanuu ot yrpo3z Ub
yTeM;

- Obyuenue u wuHpopmupoBanue mnonb3zoBateneit MCIIH, o mnopsake
paboTsl ¢ [1/IH 1 cpeacTBamu 3aiuThI;

- I[IpegoTBpamieHue, BBISBICHHUE, pPEarupoBaHUE M pacCIEIOBAHUE

HapymeHui 6ezonacHoctu [1J1H.

[Tpu B3auMoOAENCTBUM CO CTOPOHHMMH OpPraHHU3aALUsIMHU B ClIydasX, KOrjaa
COTPYIHUKAM J3THX OpTaHW3alU{ MPEJOCTaBISETCS JOCTYN K OOBEKTaM 3aIlUThI
(pazmen 3), ¢ TUMU OpPraHMU3AIUsIMU JODKHO ObITh 3akitoueHo «CorjaiieHue o
KoH(umeHnuanpHocTH», JMbo  «CornameHwe O  COOJIOJECHUU  pekuMa
oe3onacHoctu 10 npu Beimonnenun padotr B UCIIdn». [loarotoBka TUMOBBIX
BapMAaHTOB JTHX COTIJAIIEHUN OCYIIECTBIsAETCA COBMECTHO ¢ HOpuanueckum

OTACIIOM.

9. MogeJsib HapymuTeJisi 0€30MaCHOCTH

[long nHapymmrenmem B~ OpraHu3alud T[OHMMAEeTCs JIMLOO, KOTOPOE B
pe3ysbTaTe YMBIIUICHHBIX WU HEYMBIIIIEHHBIX JEHCTBUI MOKET HaHECTH yIepo

oOBeKTam 3amuThl (paszaen 3).



Hapymurenu noapasaensroTcs no npusHaky npuHaiesxkHoctd k MUCI/IR.
Bce Hapymurenu aenarcs Ha JB€ TPyIIIbL:

® BHCIIHUE HApYWIUTENIH — (PU3NYECKHE JUIAa, HE HMEIOIIHUE IpaBa
npeObIBaHUSI HA TEPPUTOPUU KOHTPOJIUPYEMOM 30HBI, B Mpeiaesiax

KoTopo# pa3merniaetrcs obopynoBanue UCII/IH;
® BHYTPEHHHE HapyIIUTEIM — (HU3NYECKUE JUIA, HUMEIOIINE TMPaBO
npeObIBaHUSI HA TEPPUTOPUU KOHTPOJIUPYEMOM 30HBI, B Mpeiaesiax

KOTOpo# pa3merniaetcs obopynosanue UCII/IH.
Knaccupukanuss  Hapymwureneil mnpeacraBieHa B Mogenn — yrpos

0€30MacHOCTH MEePCOHANBHBIX HaHHBIX Kaxaou MCIIJIH.
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10. Moaennb yrpo3 6e30nmacHoOCTH

Onsa WCNAOH OpraHusauum BblAENAKTCA CeaylolmMe OCHOBHbIE KaTeropum

yrpo3 6e30nacHOCTV NEePCOHabHbIX AAHHbIX:

1) Yrpo3sl OT yTEUKH M0 TEXHUYESCKHM KaHaJIaM.
2) YTpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYIA K HH(POPMAITUH .

a) YTpo3bl yHUYTOXKEHHUA, XulleHus ammapatHbix cpeacts MCIIIn
HOocUTeNne wH(popManuu myTeM (U3UYECKOTO JOCTyna K JJIeMEHTaM
NCII .

0) Yrpo3sl XUIICHUS, HECAHKIIMOHUPOBAHHOW MOJIU(DUKAIIMK WIH
OJIokMpoBaHus HMHGPOPMAIMU 3a CYET HECAHKIMOHWPOBAHHOIO JOCTYyIIa
(HCH) c mpumeHeHueM MporpaMMHO-aNnapaTHbIX U MIPOTrPaMMHBIX CPEJICTB
(B TOM 4HCIIe MPOrPaMMHO-MaTeMaTUYECKUX BO3ACHCTBHI).

B) Yrpo3bl HE TMpeJHAMEPCHHBIX JICHCTBUU TIOJIb30BaTElIeH U
HapymeHui Oe3omacHocTH (GyHkimonupoBanus MCII[a u C3IIIH B ee
COCTaBe M3-3a COOEB B MPOrpaMMHOM OOECNEYEeHUH, a TaKXKe OT YIrpo3
HEAHTPOIOTeHHOTo (cO0eB ammaparypbl W3-3a HEHAJCKHOCTH JJIEMEHTOB,
cOOEB DJIEKTPONUTAHUS) M CTUXUHHOTrO (yAapoB MOJIHMH, T0XapoB,
HABOJIHCHU U T.11.) XapakTepa.

r) YTpo3sl IpeTHAMEPEHHBIX JEHCTBUI BHYTPEHHUX HAPYIIUTENCH.

I[) prOBBI HCCAHKIIMOHWPOBAHHOTO JOCTYIIA IO KaHaJlaM CBA3H.

Onucanue YIpo3, BCPOATHOCTh UX pCaJIN3al[U, OITACHOCTb N aKTYaJIbHOCTb

npejacTaBiieHbl B Mojenu yrpo3 0€30MacHOCTH MEePCOHABHBIX JAHHBIX KaxIou

WUCTITn.
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11. Mexanusm peanuzanun Konunenummn

Peanuzanua  KoHumenuwu — JOMKHA — OCYLIECTBISATBCS  HA  OCHOBE
MEPCIEKTUBHBIX MPOrPAMM U IIJIAHOB, KOTOPBIE COCTABIISIIOTCS HA OCHOBAaHUU U BO
HCIIOJTHCHHE:

- enepanbHBIX 3aKOHOB B oOmacTu obecrnedeHuss HH(DOPMALMOHHON
0€30MacHOCTH U 3aIUThl HHGOPMAITUH;

- noctanoBienni [IpaBurenbcTBa Poccuiickon denepannu;

- PYKOBOJSIIIINX, OPTraHU3allMOHHO-PACTIOPSIUTEIBHBIX U METOJUYECKUX
nokymeHToB @CTOK Poccuu;

- notpeOHocteir MCII[IH B cpeactBax oOecrieueHus 0OE30MACHOCTH
uH(popMauu.

12. Oxuaaemblid 3pPexT ot peanusanun Konnenuuu
Peanuzamnusa Konneniun 6e3omacaoctu [1/1a 8 UCIIIH 1103BOIUT:

- OIEHUTh cocTosiHue Oe3onacHoctd uHPopMauuu WCIIAH, BBIABUTH
HUCTOYHUKU BHYTPEHHMX M BHEUIHUX Yrpo3 HWHMOpMaAIMoHHONW Oe30MacHOCTH,
ONpENEIUTh MNPUOPUTETHHIE HANpPaBIEHUS MPEIOTBPALICHUSA, OTPAKEHUS U
HEUTpaIU3aluu 3TUX Yyrpo3s;

- pa3paboTaTh  pacHopsIUTEIbHBIC u HOPMAaTUBHO-METOIMUECKHUE
JNOKyMeHTHI puMeHuTenbHo K UCII/IH;

- npoBecTu Kiaccudukanuio u ceprudukanuo UCIAH;

- IPOBECTU OPTraHU3ALMOHHO-PEKUMHBIE U TEXHUYECKHE MEPONPUATUS MO
obecrnieuenuto 6e3omnacHoctu [1J1a 8 UCIIH;

- obecrnieunTh HEOOXOUMBIN YPOBEHB O€30IMaCHOCTH OOBEKTOB 3aIIUTHI.

Ocy1uiecTBiieHHE 3TUX MEPOINPHUATHIA O00ECHedYuT CO3/aHuEe EIUHOM,
LEJIOCTHOM U CKOOPJMHUPOBAHHOM cHCTEMbl HMH(OPMAIMOHHOW O€30MacCHOCTH
NCIIdH 1 co3nact yciaoBus sl €€ JalbHENIIEro COBEPIICHCTBOBAHMS.

13.CnucoK UCM0Jb30BAHHBIX HCTOYHUKOB
OCHOBHBIMM HOPMAaTHBHO-TIPABOBBIMA M METOAUYCCKUMHU JTOKYMEHTAMH, Ha

KOTOpbIX Oazupyetcs HacTosiee [lonoxenue sABIsOTCS:
1 ®enepanpubiii 3akon ot 27.07.2006 r. Ne 152-®3 «O nepcoHaIbHBIX

naHHbIx» (manee — D3 «O mnepcoHANBHBIX JAHHBIX»), YCTaHABIWBAIOLIUN



OCHOBHBIE MNPUHIMIB U YyciaoBus ob6padorku I[I/ln, mpaBa, oOs3aHHOCTH U
OTBETCTBEHHOCTh YUaCTHUKOB OTHOIICHUH, CBSI3aHHBIX ¢ 00pabdoTkoi [1/1H.

2 «[lonoxenue 06 obecrnieueHNU 0E30MACHOCTH MEPCOHANIBHBIX IAHHBIX TIPU
ux 00paboTke B WH(MOOPMAIMOHHBIX CHCTEMAaxX TMEPCOHATBHBIX JAaHHBIXY,
yrBepxkaeHHoe [loctanosnennem [IpaBurensctBa PO ot 17.11.2007 r. Ne 781.

3 «[lopsimok mpoBeneHusi kiaccupukanuu UHOOPMAIMOHHBIX CHCTEM
NEPCOHANIBHBIX JAHHBIX», YTBEPXKACHHbIH coBMecTHbIM IIpukazom @OCTIOK
Poccuu Ne 55, ®CB Poccuu Ne 86 u Munungopmcesizu PO Ne 20 ot 13.02.2008 T.

4 «IlonoxxeHne 00 OCOOEHHOCTSIX OOpaOOTKM NEPCOHAIBHBIX JaHHBIX,
OCYUIECTBIISIEMOI 0€3 HCIOIb30BaHUS CPEJICTB aBTOMAaTH3aLMN», YTBEPKIECHHOE
[Toctanosnenuem IIpaBurenbcta PD ot 15.09.2008 r. Ne 687.

5 «TpeboBaHusi K  MarepualbHbIM  HOCUTEISIM  OHMOMETPUYECKUX
NEPCOHAIBHBIX JaHHBIX M TEXHOJIOTUSAM XpaHEHHs TaKUX JaHHBIX BHE
UHPOPMAILMOHHBIX ~ CUCTEM  MEPCOHANbHBIX  JaHHBIX»,  YTBEP)KICHHbBIC
[TocranosnenueM [IpaBurensctBa PO ot 06.07.2008 1. No 512.

6 HopmatuBHO-MeTOoMueckne JokyMeHThl DenepanbHOil  CiayKOBI 10
TEXHUYECKOMY M DKCIEpTHOMY KOHTpoJto Poccuiickoit ®enepauuu (manee -
®CTDOK Poccun) mo obecneuenuto OeszomacHoctd ITJIH mpu ux oOpaboTke B
NCITH:

7 PexoMeHganuu mo oOecreyeHuto 0e30MacHOCTH MEPCOHABHBIX JAHHBIX
npu ux o0paboTke B MHPOPMAIMOHHBIX CHUCTEMaxX MEPCOHAIBHBIX JIaHHBIX, YTB.
3am. gupekropa @®CTIK Poccuu 15.02.08 . (JICII)

8 OCHOBHBIE MEPOIPUATHS 110 OPraHU3ALNHA U TEXHUYECKOMY 00€CTIeUEeHHUIO
0€30MacHOCTH TEPCOHAIBHBIX JaHHBIX, 00pabaThiBaeMbIX B HH(DOPMAIMOHHBIX
CUCTEMAaX MEPCOHAIBHBIX NaHHBIX, YTB. 3aM. nupekropa PCTIOK Poccun 15.02.08
r. (ACII)

9 bazoBass Mozenb yrpo3 0O€30MacHOCTH IMEPCOHAIBHBIX JAaHHBIX MPU HUX
00paboTke B HMH(POPMALMOHHBIX CHUCTEMAaX IEPCOHAIBHBIX JAHHBIX, YTB. 3aMm.

nupektopa @CTIK Poccun 15.02.08 r. (JACIT)



10 Meroauka  ompeAeNeHuss  aKTyalbHBIX  Yrpo3  0€30macHOCTH
NEPCOHANBHBIX JaHHBIX MpU UX 00paboTke B WH(GOPMALMOHHBIX CHCTEMax

NEePCOHANIBHBIX JaHHBIX, YTB. 3aM. aupektopa PCTIK Poccuu 15.02.08 r. (ICII)



